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INTRODUCTION

China is in the midst of a significant expansion and modernization of its nuclear forces, which is
unprecedented in the country’s history. The 2023 Department of Defense annual report on the Chinese
military assesses that, among these changes, “The PLA is implementing a launch-on-warning (LOW) posture,
called ‘early warning counterstrike’ (7% % i), where warning of a missile strike leads to a counterstrike
before an enemy first strike can detonate.”’ Such a change in China'’s nuclear posture would have significant
implications for U.S. national security, U.S.-China relations, and stability and security in East Asia. Research
suggests that how a state postures its nuclear forces, including whether it adopts features of a LOW posture,
can significantly influence deterrence, crisis escalation, and conflict management.? While some previous
research has touched on aspects of this potential shift, such as the development of strategic early warning
capabilities and the increase in peacetime readiness of nuclear forces, we lack a comprehensive
understanding of the requirements for such a posture, whether China fulfills them, how China might adopt
a LOW posture, and the implications for U.S. national security policy.

This study assesses the prospects and implications of China’s potential adoption of a LOW posture for U.S.
national security objectives. The study proceeds in four parts. First, we identify the requirements for a LOW
posture and the decisions that other states have confronted in designing their own LOW posture. Second,
we evaluate the ability of China to satisfy these requirements and conclude that China likely satisfies or
soon will satisfy the requirements. Third, we draw on Chinese primary sources and the security studies
literature to evaluate how China might confront design decisions for a LOW posture. Fourth, we discuss
potential implications of a Chinese LOW posture for China’s nuclear force development and foreign policy,
U.S.-China strategic stability, and U.S. national security objectives, and offer policy recommendations.

FINDINGS SUMMARY

China has put in place all three elements needed to support a launch on warning (LOW) posture—1) early
warning systems capable of detecting, characterizing, and tracking an incoming nuclear strike; 2) alerted
nuclear forces that can be launched on short notice; and 3) command and control structures that can
rapidly process the information provided by early warning systems, make decisions about whether and how
to respond, and disseminate launch orders.

The PLA Rocket Force (PLARF) now maintains a portion of its nuclear forces on continuous alert to enhance
strategic deterrence, increasing the risk of accidental, inadvertent, or unauthorized launches. The PLARF has
adjusted its nuclear warhead storage and handling practices and training to support regular alert status.

A LOW posture, which requires ICBM units to be ready to launch within minutes, further increases the risk of
mistaken or unauthorized ICBM launches by requiring ICBMs to be ready for immediate launch. A LOW
posture also compresses the time available to decide whether an adversary nuclear attack is occurring and
how China should respond. This increases risks of mistakenly perceiving an attack to be underway (or
misunderstanding its size and intent) and pressures to pre-delegate some decisions about whether and how
to retaliate to PLA commanders rather than to civilian leaders.

China’s decision to initiate doctrinal research and to develop the technical capabilities needed for a LOW
posture likely predates Xi Jinping's decision circa 2015-2016 to dramatically expand the size of China's ICBM
force. The heightened risks of a LOW posture may no longer be necessary given the increased survivability
of a larger Chinese ICBM force.? This suggests it might be possible to persuade China’s leaders to move
away from a risky LOW posture toward a somewhat less risky nuclear posture.

A LOW posture is optimized for strategic deterrence against ICBM attacks, which allow roughly 30 minutes
between launch and impact. The shorter flight time of theater-range missiles or submarine-launched
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missiles would compress the time available for launch detection, target characterization, and decisions
about whether and how to retaliate, further amplifying the risk of a nuclear launch based on misperception
or misunderstanding of U.S. intent.

PLA authors argue that mobile basing enhances survivability and flexibility, but increases operational
challenges and exposes forces to attack. Silo basing provides greater stability, but missiles are more
vulnerable to attack. PLA analysts suggest that the optimum posture would include a mix of both types of
basing modes, with a possible emphasis on road-mobile missiles to maximize survivability.

The PLA’s pursuit of a nuclear triad that includes PLA Navy (PLAN) Type-094 JIN class SSBNs and PLA Air
Force (PLAAF) nuclear-capable bombers will complicate PLA nuclear planning. The expansion of nuclear
weapons to services and units with limited nuclear experience will likely increase the chances of accidental,
inadvertent, or unauthorized use. Technical characteristics of Chinese air and sea-based nuclear weapons
and their associated Nuclear Command, Control, and Communication (NC3) systems make them poorly
suited for a LOW posture, but it is possible the PLAN and PLAAF will argue for such a role to advance their
bureaucratic interests.

The PLARF shift to a LOW posture that includes alerted ICBMs raises its baseline level of readiness and
compresses the bandwidth for nuclear signaling, since the peacetime PLA will already have a portion of the
force ready to fire on short notice. The PLARF appears to have adopted a progressive alert system that will
mobilize a larger percentage of the ICBM force at higher alert levels.

There is significant nuclear-conventional entanglement in aspects of a nuclear force postured for LOW.
Disentangling these elements will be challenging given the inherent dual-use characteristics of early warning
satellites and radars and some aspects of NC3, which have high value for ballistic missile defense and
conventional warfighting. Moreover, Chinese analysts see value in using early warning systems for
conventional missions.

A critical aspect of NC3 in a LOW nuclear posture is the “last mile” that loops civilian decisionmakers into
urgent decisions about whether and how to retaliate for a nuclear attack that is underway. A nuclear
football might not be necessary because PLA nuclear missiles are not believed to include permissive action
links that require inputting centrally-held codes to allow for launch. Xi Jinping's inclusion in LOW response
decisions is critical, because he may be the only one with the authority to decide not to execute a pre-
planned nuclear response to an accidental or limited nuclear attack.

A LOW posture implies making advance decisions about what alerted missiles would target, which is in
tension with the U.S.-China bilateral (1998) and P-5 (2000) non-targeting agreements. State Department and
the Office of the Secretary of Defense (OSD) should consider whether this would be a good talking point for
U.S.-China official dialogues.

METHODOLOGY

The methodology consisted of three lines of effort. First, we conducted case studies of other nuclear-armed
states that have adopted LOW postures, focusing on Russia, the Soviet Union, and the United States. From
these historical case studies, we identified both the requirements necessary to support a LOW posture and
the design decisions that states will confront in adopting a LOW.

Second, we evaluated authoritative Chinese primary sources and the security studies literature to determine
both whether China fulfills the requirements for a LOW posture and how Chinese decisionmakers are likely
to approach the design decisions for a LOW posture.*

Third, we assessed potential risks from a Chinese LOW posture, determined factors that increase or
decrease those risks, and identified U.S. policy options to address them. We convened a roundtable with

k‘g_:'
UNCLASSIFIED - CLEARED FOR PUBLIC RELEASE W .yl "i
Z)




IMPLICATIONS OF A PRC SHIFT TO A LAUNCH-ON-WARNING NUCLEAR POSTURE UNCLASSIFIED

and received written comments from government and non-governmental experts on nuclear strategy and
operations, the PLA, and China's foreign and national security policy.

ANALYSIS

HISTORICAL EXPERIENCES AND REQUIREMENTS FOR LOW POSTURES

Early Warning Capabilities

A launch-on-warning posture requires detecting, characterizing, and tracking ballistic and cruise missile
launches from potential adversaries. States must first detect the launch of missiles that could target their
own nuclear delivery vehicles. The quicker a state can detect a launch, the more time it has to characterize,
track, and respond to it, putting a premium on early detection. Space-based launch detection capabilities
have several advantages, including earlier detection, more difficulty masking launch signatures, and
providing dual phenomenology.> Once a state has detected a launch, it must be able to characterize and
track the inbound missile using ground-based long-range radars.

We identify three design decisions for early warning capabilities. First, will early warning systems be
responsible for detecting strikes only from intercontinental or strategic systems or also from theater-range
systems? Early warning systems originally developed to protect the homeland against intercontinental
nuclear strikes eventually were used to protect forward-deployed troops against conventional theater-range
missiles. Some experts have argued that the early warning capabilities of the United States and Russia are
increasingly dual-capable, meaning that they support both nuclear and conventional missions.® This type of
conventional-nuclear entanglement could introduce escalation risks.”

Second, will the early warning system incorporate dual phenomenology or other safeguards to confirm an
incoming strike? As discussed above, both the United States and the Soviet Union reportedly required dual
phenomenology in their early warning systems.8 This is a safeguard intended to reduce the chance of false
alarms. However, dual phenomenology may be insufficient to avoid false alarms when the false alarm
originates from sources outside the early warning system (such as within data processing networks); when
overlapping false alarms cause a second false alarm to occur before the first one is resolved; and when the
sources of false alarms are not independent.® States may therefore require additional safeguards. Design
choices here have an important impact on crisis stability and the potential for inadvertent launches.®

Third, which part of the military or defense establishment will operate the early warning system? In the United
States, the Air Force operated both space- and ground-based early warning capabilities before transferring
them to the Space Force. In Russia, the Aerospace Defence Forces operated early warning systems before
transferring control to the Russian Space Forces. Choices about which military organization will operate
early warning systems may have implications for both military bureaucratic politics and for crisis instability.
For example, bureaucratic ownership of a capability may give an organization a vested interest in expanding
that capability regardless of its strategic value.' Similarly, while centralizing ownership of a capability can
introduce risks of parochialism, distribution of capabilities can introduce coordination challenges.'?

Alerted Nuclear Forces

A LOW posture requires nuclear forces that can be launched on short notice. The necessary response time
(and thus the alert level) depends on strategic early warning capabilities and the flight times of the missiles
in an adversary first strike. Today, at least five nuclear-armed states are believed to place at least a portion
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of their nuclear forces on alert: China, France, Russia, the United Kingdom, and the United States. However,
the composition and proportion of alerted forces varies across these states.’

We identify three design decisions for alerted nuclear forces. First, which and how many nuclear forces will be
placed on alert, particularly during peacetime? Potential costs of higher alert include higher risks of accidental
or unauthorized launch, higher risks of crisis instability and adversary misperception, and increased logistics
and operational costs.' Potential benefits include improving the survivability of strategic nuclear forces and,
by extension, enhancing deterrence of an adversary first strike against those forces. Some delivery systems
may be seen as particularly vulnerable, making them attractive candidates for higher alert levels." Nuclear
exchange modeling suggests that silo-based ICBMs may be particularly vulnerable.’® Warheads cannot be
attached to SLBMs when an SSBN is at sea, requiring that missiles be armed in port. Placing silo-based
missiles on alert may be seen as cheaper, simpler, and safer than placing mobile missiles or SSBNs on alert
due to lower requirements for command and control infrastructure and reduced risk of accidents.’’

Second, what kinds of changes to organizational structures or policies are necessary to support alerted nuclear
forces? Higher alert levels may reduce negative control as more ICBMs are prepared to launch on short
notice, increasing the risks of inadvertent or accidental launches. Nuclear weapon states may introduce
safeguards to address these risks. This might include more stringent personnel reliability programs or more
rigorous training and exercise regimens.'® Nuclear weapon states might also restructure organizational
relationships to support higher alerts.

Third, will the launch-on-warning posture include a system of progressive alerts by which decisionmakers can
decrease or increase the alert status of their nuclear forces? Progressive alert systems may present potential
costs and benefits. A progressive alert system can allow nuclear-armed states to tailor the alert level of
forces to the perceived dangers of a preemptive strike and may also allow for better signaling in a crisis or
conflict.’® Progressive alert systems may also introduce risks of crisis instability. Moving from lower to
higher levels of alert, even if only intended to increase the survivability of one’s own forces, may
nonetheless be interpreted as preparations for a launch.?° The creation of a progressive alert system may
also create a path dependence, pressuring leaders to adopt higher alert levels, regardless of whether they
are warranted.?'

Nuclear Command and Control

Nuclear-armed states must first determine which individuals or bodies have the authority to order nuclear
use. While all nuclear-armed states concentrate decision-making authority in national executives, the
particular number and configuration of decision-makers can vary significantly.?? Besides the high-level
political arrangements determining which entities can issue a nuclear use order, states may also delegate
use authority to subordinate elements under certain conditions.?®> Another requirement for a LOW posture
is to determine what types of nuclear strikes it plans for and supports.? Finally, a LOW posture requires a
system of communications infrastructure connecting senior decisionmakers with launch authority to
military commanders and launch units in the field.?

We identify three design decisions for command and control. First, will launch authority be delegated to
military units? The benefits of delegation include reducing the vulnerability of nuclear forces and reducing
the likelihood of an adversary attempting a disarming first strike in the first place.?® The potential costs of
delegating launch authority include higher risks of accidental or unauthorized launches. The balance
between positive and negative control will depend on perceptions of external threats and internal civil-
military relations.?” Political leaders that perceive serious external threats and trust their own militaries will
be more willing to delegate launch authority, while those that see greater internal threats or low levels of
trust will be less likely to delegate.
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Second, which nuclear strikes are prepared in advance? States adopting a LOW posture put a premium on
launching missiles before they can be destroyed. This requires preplanning for the types of strikes that can
be ordered including the strike targets as well as which and how many of each missile will be assigned to
each target. This is necessary for coordinating and deconflicting nuclear strike operations and for ensuring
the efficient allocation of missiles to targets. In the short timeframe between detection of an incoming strike
and its arrival, state leaders will likely not have enough time to design a strike from scratch.

Third, how do states configure the “last mile” of command and control between military and civilian leaders?
Political arrangements may require approval from only one individual such as the head of state. This is the
case in the United States where the president alone has the ability to issue a nuclear launch and is not
required to consult with any other personnel prior to issuing an order (though consultations would likely
take place). Or political arrangements may require approval from more than one individual or organization.
This is believed to be the case in Russia where the president, the minister of defense, and the chief of the
general staff are accompanied by emergency communication satchels and a nuclear launch requires
approval from two of the three individuals.?®

CHINA'S ABILITY TO FULFILL THE REQUIREMENTS OF A LOW POSTURE

We assess that China likely fulfills the requirements for a LOW posture, but some necessary capabilities may
be rudimentary or lack the desired resilience.

Early Warning Capabilities

Since the early 2010s, China has emphasized the need to improve its strategic early warning capabilities.??
Since then, PLA officials have claimed significant progress, with one researcher at the Academy of Military
Science claiming that “new capabilities in strategic early-warning, long-distance marine defense, long-range
strike, strategic power deployment and information support have been extensively strengthened.”3°

China appears to have developed rudimentary space-based launch detection capabilities. The Department
of Defense assesses that China's space missions include “intelligence collection, counterspace targeting,
ballistic missile early warning, spaceflight safety, satellite anomaly resolution, and space debris
monitoring.”*" DOD reports state that as of 2019, China had at least one early warning satellite and that by
2022 China had at least three early warning satellites.3? Open-source estimates report that a series of TS (il
EHARAIK [communication technology test]) satellites launched under the Huoyan (‘KR [fire eye]) program
likely serve as early warning satellites.3? Experts disagree about how many and which of the TJS satellites are
part of the Huoyan program but estimates range from three to five.34 These satellites are positioned over the
Indian Ocean, the South China Sea, and the Pacific Ocean and could likely detect missile launches from the
Indian Ocean, Pacific Ocean, and continental United States.3> However, some U.S.-based experts have
argued that, while these systems provide a rudimentary early warning system, they may still suffer from
several single-point failures due to the limited number of sensors and low redundancy they provide.®
Researchers with Space Engineering University and PLA Aerospace Force (ASF) have argued that China must
field multiple sensors to more accurately identify missiles.3’

China appears to have also developed a sufficient system of ground-based radars to track incoming ballistic
missiles, though this system may suffer from a lack of redundancy. Starting in 2009, China began
constructing several large phased-array radars (LPARs) with the capabilities to detect and track ballistic
missiles.3® China appears to operate at least seven LPARs across six sites near Huanan, Yiyuan (two
installations), Hangzhou, Korla, Kongtong, and Fengging.3° The Department of Defense assesses that these
radars could support a missile early warning role.*? According to Chinese military sources, one of the Yiyuan
radars in the eastern part of the country had been used “to monitor missile threats from North Korea, South
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Korea, and Japan.”#" Chinese media reports indicate that some of these systems may have an estimated
maximum detection range of 4,000 km.#? Experts have assessed that these radars may have capabilities
similar to the U.S. Pave Paws radars with an array face diameter of roughly 30 meters capable of covering
an azimuth angle of 90 to 120 degrees.** Together, these systems can cover the main avenues for attack,
including from the Pacific Ocean, the Indian Ocean, and the North Pole. As with the early warning satellites,
there may be concerns about the survivability of the system given the low level of redundancy. In addition
to fielding these physical assets, PLA researchers have conducted studies on developing early warning
systems to support launch-on-warning counterattacks.**

Alerted Nuclear Forces

China appears to have developed the technical and operational capabilities to maintain nuclear forces on
higher levels of alert. Over the last decade, China has emphasized the need to improve the reaction time of
its missile forces, including its nuclear units.*> We find evidence that LOW work began earlier than
previously reported. In 2010, the Second Artillery Force issued a directive to strengthen research on major
issues related to “early warning counterstrike.”® In late 2011, the service newspaper for the missile forces
revealed that the Second Artillery Academy had established a specialized “nuclear issues research group,”
with “early warning counterstrike” listed alongside nuclear deterrence and force development as core areas
of operational theory.*” Today, China fields several advanced solid-fueled missiles, including road-mobile
variants with off-road capability and the ability to fire without a prepared launch site.*® These missiles can
be stored and transported without the need for fueling, allowing higher levels of day-to-day alert. The
Department of Defense reports that China’s nuclear-powered ballistic missile submarines (SSBNs) are
conducting regular “at sea deterrent patrols,” implying they leave port with warheads on missiles (SLBMs).%°

China's missile forces also appear to have improved their reaction times. Military reporting describes Rocket
Force exercises that feature launch-on-warning elements. In one exercise, a Rocket Force brigade received
warning of an incoming nuclear strike shortly after completing launch preparations. *° The brigade managed
to fire its missile and disperse the equipment just a minute before the incoming strike occurred.®! In
another report of a separate exercise, a Rocket Force brigade successfully launched its missiles after being
warned of an incoming strike.>? One retired Rocket Force strategist has claimed that the response time of
missile force units has been improved “from days and hours to minutes.”>3 The U.S. Department of Defense
assesses that Rocket Force brigades conduct “combat readiness duty’ and ‘high alert duty,’ which include
assigning a missile battalion to be ready to rapidly launch. This readiness posture allows the PLA Rocket
Force (PLARF) to maintain a portion of its units on a heightened state of readiness while leaving the other
portion in peacetime status with separated launchers, missiles, and warheads.”>*

Rocket Force training and policies also reflect higher alert levels. In the months immediately following the
20th Party Congress, Rocket Force News exhibited notable rhetorical shifts that suggest growing internal
comfort with sustained alert posture and readiness normalization. Multiple articles from October and
November 2022 use vivid language—such as “missiles on the rack, on high alert” (#{E42 |-, =Em %) and
“duty is battle” ({E ¥ &%~} )—to equate routine peacetime alert duty with wartime operational posture. In
one case, a newly certified operations officer reports earning his duty qualification certificate ({E3f T %1IF)
after undergoing intense live drills.>> Meanwhile, a launch battalion is shown conducting full-process, full-
protection training while on combat readiness duty (& % {H¥£1f:5%), and is described as maintaining constant
readiness. These examples suggest not only a rhetorical reframing of duty status, but also a cultural shift
toward institutionalizing the mindset and procedures required for a credible LOW posture.
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Nuclear Command and Control

China appears likely to have the necessary command and control structures for implementing a LOW
posture, though there is uncertainty about what political decisions are necessary to order a nuclear strike
and whether they can be made on short notice. Information as of the mid 2010s suggests that a nuclear
strike must be ordered by both the members of the Central Military Commission and the members of the
Politburo Standing Committee.>® China has at least some experience placing its units on alert in a crisis as
evidenced by its experience in the 1969 border clashes with the Soviet Union.>’” Besides the necessary
political arrangements for ordering a nuclear strike, China appears to have fielded a range of
communications systems connecting political decisionmakers to launch units in the field, including a fiber-
optic cable network, microwave communication system, troposcatter, and satellite systems.>® Rocket Force
units train to transmit commands when electronic communications systems have been disrupted, including
by using flag signals or in-person messages.>® PLA writings describe the communications network as
“reliable and redundant” nuclear communications systems consisting of radio, cables, fiber-optic cables, and
satellites.®® Reporting on PLARF exercises notes that thanks to PLARF communications networks, “important
combat data such as command orders, enemy dynamics, meteorological and hydrological information, etc.
are quickly transferred to the firepower unit to provide solid information support for combat operations.”®
Internal PLA documents state that China's ground-based missile forces employ an automated command and
control system capable of transmitting commands, synthesizing intelligence, and monitoring missile
launches.%2 Chinese sources report that the country has fielded perhaps a dozen very low frequency
transmitters for use in communicating with SSBNs. %3

CHINA'S LOW POSTURE DESIGN DECISIONS

Although China appears to satisfy the basic requirements for a LOW posture in terms of early warning
systems, alerted nuclear forces, and command and control structures, there remain questions about the
details of a potential Chinese LOW posture. Here we review nine design decisions identified earlier across
the three requirements categories.

Early Warning Capabilities

First, will China use its early warning capabilities only for detecting launches of nuclear-armed intercontinental-
range ballistic missiles or will it also use them for detecting launches of theater-range conventional-armed
missiles? Chinese writings appear to laud the ability of early warning systems, including satellite-based
detectors, to support conventional military missions and intelligence operations. One extensive text on the
technical and operational elements of early warning systems from scholars at the National University of
Defense Technology opens with two case studies demonstrating the value of early warning systems. In the
first, the authors note how U.S. Defense Support Program (DSP) satellites helped detect and defend against
launches of Iraqi Scud missiles during the Gulf War.%* In the second, the authors describe how U.S. early
warning capabilities helped detect and characterize China’s first test of an anti-ballistic missile interceptor.®
The authors conclude that “Through these two examples, it can be seen that the early warning system plays
a very important role in determining the outcome of war and national security.” °© While other sources
acknowledge that U.S. and Soviet early warning capabilities were originally designed to detect launches of
nuclear-armed ICBMs, they largely discuss early warning systems as useful for military operations generally,
not only within the nuclear domain.®’

Chinese conceptions of “strategic warning” appear to include detection of theater-range conventional-armed
missiles. One assessment of “strategic warning” from an expert at the PLA Information Engineering
University explains that “Strategic warning mainly includes early warning of ground-to-ground strategic
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missiles, submarine-to-ground strategic missiles, strategic bombers and other air attack weapons.
Obviously, this ‘strategic warning' is very different from the so-called ‘strategic warning’ of the United States.
Instead, it is closer to their understanding of ‘tactical warning.”¢® PLA researchers have discussed the need
to field mobile detection systems given that “Fixed long-range ground-based radars still have notable blind
spots—particularly when it comes to detecting medium- and short-range ballistic missiles.”®® Researchers
with the Air Force Early Warning Academy and Joint Logistic Support Force have analyzed the ability of
space-based detection systems to cue ground-based radars for detecting, identifying, and tracking cruise
missiles.”®

Second, will China require dual phenomenology or other safeguards in its strategic early warning systems? China
has historically prioritized negative control (never launching without a valid order) over positive control
(always launching with a valid order), suggesting that it may follow the U.S. and Soviet models by requiring
dual phenomenology.”" However, the fact that Chinese leaders are considering a LOW posture, coupled with
heightened concerns over force survivability, might lead China to emphasize positive control in the future.

Chinese writings on strategic early warning systems and LOW only occasionally mention the possibility of
false positives, accidents, and unauthorized launches, and they rarely discuss them in depth. This aligns with
other recent research indicating the Chinese strategists may be overly sanguine in their assessments of the
risks of inadvertent nuclear escalation.”? One 2018 review of hundreds of Chinese academic writings
determined that Chinese analysts were far more concerned with the possibility of false negatives than false
positives, suggesting China might be reluctant to require dual phenomenology.”® Two recent military
textbooks on strategic early warning systems and dozens of academic articles on the subject include very
little discussion of the possibility of false alarms.”* One 2017 report on Rocket Force activities suggests, at
least on the margins, a willingness to adopt less stringent security measures if it means enhancing
operational speed. The Director of the Rocket Force Equipment Research Academy’s 2" Office was praised
for determining that excessive security checkpoints in the command and control process slowed down
command operations and developing a solution that better balanced operational security and information
flow.”> Articles in the widely used China National Knowledge Initiative (CNKI) database include no mention of
“dual phenomenology."’®

Chinese strategists also express confidence in the ability of automation and artificial intelligence to improve
early warning systems in a way that suggests less concern with false alarms.”” Some Chinese researchers
believe that artificial intelligence capabilities could improve strategic warning systems, writing that “early
warning systems equipped with artificial intelligence can provide accurate warnings of sudden attacks,
improve the speed and quality of information processing in advanced nuclear early warning systems, and
give decision makers more time to react.”’® Some writers believe that incorporating artificial intelligence into
early warning systems, command and control, and delivery systems could enhance nuclear deterrence,
including by “distinguishing between false warnings of a nuclear attack and real ones.” 7° Researchers at the
National University of Defense Technology's International Studies College argue that automating early
warning systems, including through the introduction of artificial intelligence, can provide decisionmakers
more time to respond.® However, in one of the few clear warnings of false positives, they also caution that
algorithmic bias or the adversarial poisoning of training datasets can undermine the reliability of early
warning systems and that “Due to the immaturity of algorithms and autonomous systems themselves,
premature application in the field of nuclear strategic intelligence may increase the risk of false alarms and
misjudgments, and shake the stability of the crisis.”' Despite PLA interest in automation, in 2021, U.S.
President Joe Biden and Chinese President Xi Jinping issued a statement saying that “The two leaders
affirmed the need to maintain human control over the decision to use nuclear weapons. The two leaders
also stressed the need to consider carefully the potential risks and develop Al technology in the military field
in a prudent and responsible manner."8?
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Third, which part of the PLA will operate the strategic early warning systems? In the past, the former General
Armament Department (GAD), PLA Air Force, and the former Second Artillery Force (SAF) had all vied for
control of early warning missions.®3 The creation of the former PLA Strategic Support Force (SSF) appeared

to have resolved these disputes by centralizing missile early warning within the SSF's Base 37 (32035 &[BA).54

Those missions now appear to belong to the PLA Aerospace Force, created in April 2024 from the former
Strategic Support Force, which is responsible for “operation of the satellites vital to the PRC's overhead
C4ISR architecture,” which makes it the most likely candidate for operating any space-based launch
detection capabilities.® Elements of the PLA Aerospace Force and the PLA Air Force both appear to operate
radars with early warning capabilities.®® According to the U.S. Department of Defense, “In 2023, the PLA
transferred significant portions of PLAN shore-based, fixed-wing combat aviation units, facilities, air defense,
and radar units to the PLAAF.”®” The PLA Air Force is responsible for operating China’s integrated air defense
systems, including “an extensive early warning radar network."® Researchers affiliated with the unit have
published studies on a range of topics relevant to the operation of early warning capabilities, including
jamming tracking and data relay satellites, ballistic missile target identification, maintenance of large phased
array radars, and the analysis and improvement of satellite telemetry, tracking, and command systems.?°

Since the dissolution of the SSF, Base 37 appears to have been transferred to the newly created PLA
Aerospace Force.”® Base 37 appears to control at least the LPAR located in Shandong. Evidence from land
transactions and academic publications suggest that the military entity in the area is subordinated to Base
37.°" Base 37 may also operate some of China’s other LPARs. However, some evidence suggests that at least
one of the country’s LPARs continues to be operated by the PLA Air Force.?? This has led one U.S. analyst to
conclude that “Continued tensions between the PLAAF and the ASF on this issue may produce two networks
of LPAR stations with overlapping roles, but different command structures and potentially different data
management systems that may complicate the PLA's space-situational awareness capabilities and inject
confusion into their command-and-control systems. The fact that this may be an issue is supported by the
fact that Base 37 appears to be responsible for data analysis of its LPAR stations. It is unknown if the PLAAF
LPAR station will be integrated into this data management system.”®* Alternatively, independent reporting
chains could reinforce the value of dual phenomenology and provide a safeguard against false alarms.

Alerted Nuclear Forces

First, which elements of China’s nuclear forces will be placed on alert, particularly during peacetime? Different
delivery systems present tradeoffs for nuclear signaling, negative control, positive control, survivability, and
operational costs. If the PLARF intends to conceal launch preparations then it may prioritize silo-based
ICBMs to minimize visible alert and launch preparation signatures. However, the PLARF could also
deliberately incorporate visible signatures into standard operating procedures for silo-based ICBMs.?* In
addition to deciding the composition of forces on alert, Chinese decisionmakers will also have to decide how
much of the force to alert. Chinese leaders have historically believed that the ability to deliver even a few
warheads to an adversary’s homeland is sufficient for deterrence.®® This judgment might be updated based
on the assessed size and effectiveness of U.S. ballistic missile defenses (BMD).

One model would be to limit nuclear alert to the best trained, most politically reliable ICBM brigades. This
might reflect political reliability assessments of unit commanders or personnel reliability scores of PLA
operators.”® This would maximize capability and minimize risks, but would place a much greater burden on
the best units. Another approach would be to share the burden of nuclear alert and raise the level of
training and readiness across the force. This approach is consistent with general PLA practices in other
areas. The PLA introduced Su-27 aircraft equally across former Military Region Air Force components and
has similarly introduced J-20s to all Theater Command Air Forces.®” The PLA Navy rotates counter-piracy
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patrols between Theater Command navies to distribute training opportunities fairly.?® All parts of the PLA
are given an equal share of promotions rather than favoring elite units in the Eastern TC opposite Taiwan.*®

This design decision also has implications for how nuclear alert responsibilities are spread across the
services. The PLAN and PLAAF forces may advocate for a share of nuclear alert responsibilities and the
PLARF may argue that it should maintain primary responsibility. Rocket Force researchers urge avoiding
interservice rivalries from derailing “rational” force development: “The Soviet nuclear force belonged to
three services, making its nuclear force organization extremely complex. When there were differences
among the top leaders of the country on the strategic focus of nuclear weapons development, it was easy
for each service to have conflicts and internal frictions due to the allocation of development resources.”'®

Chinese strategists appear attuned to these tradeoffs and advocate for using a mix of systems. Researchers
at the Rocket Force Engineering University write that “Land-based launch has the advantages of mature
technology, low cost, multiple launch platforms, and convenient camouflage and protection. However, it has
the disadvantages of insufficient mobility, easy detection and positioning, poor battlefield survivability, and
easy adverse impact on the environment. Although railway mobile launch can greatly improve mobility and
battlefield survivability, it has problems such as high difficulty in development and high cost.”’®" They write
that sea-based missiles have the advantages of mobility, flexibility in launch location, and reduced
vulnerability to one’s own population. Downsides include technological complexity, development difficulties,
high cost, and long preparation times.'%?

When PLA researchers recommend a particular development approach, they either argue for fielding a
diversified nuclear force to maximize the complementary advantages of different delivery systems and
basing modes or prioritize land-based mobile systems.'® One group of Rocket Force researchers advocate a
diversified approach, writing that “The distorted pursuit of a single form will result in ‘useless’ development
and construction in the later stages.”'® PLA researchers note that fixed missile silos are particularly
vulnerable, especially given recent developments in remote sensing.'% The 2020 Science of Military Strategy
says the PLA will focus on both fixed and mobile basing modes in the future to “achieve complementary
advantages and increase the flexibility of strategic choices. ... [T]he implementation of mobile operations by
strategic missile forces will become an important combat form in the future.”'% Silo-based ICBMs are
traditionally viewed as simpler and cheaper to operate. However, PLA researchers continue to publish
studies on how to improve the function of missile silos, suggesting that they may be dissatisfied with the
current state of the country’s silo technology.'?” PLA researchers, while noting that mobility enhances
survivability and flexibility, also identify drawbacks to mobile systems including the cost and complexity of
operating them and the possibility of advanced intelligence, surveillance, and reconnaissance (ISR)
capabilities identifying and tracking mobile missiles.®®

Second, what kinds of changes to organizational structures or policies are necessary to support Chinese alerted
nuclear forces? Here we review evidence of two organizational structures or policies that might be necessary
to support a LOW posture: warhead handling practices and professional military education. A LOW posture
would likely require a relatively more delegated command and control structure than China's past approach
to nuclear weapons. In particular, launch units will need to quickly access warheads and mate them with
delivery vehicles. This may require a decentralization of China’'s warhead storage and handling institutions
and practices. There is tentative evidence, based on patterns in military unit cover designators (MUCDs),
that the missile-base-level regiments responsible for warhead management may no longer be subordinate
to the missile bases themselves but are now subordinate to the central warhead-handling Base 67.1%°

This re-subordination suggests an effort to combine centralized political control over nuclear warheads with
more decentralized warhead storage practices, possibly to support regular nuclear alerts without the need
to transfer warheads to and from the central warhead storage site. Under this new organization, approval
from both the missile base commander and the central warhead-handling Base 67 commander is probably
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necessary for the warhead handling regiment to mount a nuclear warhead on a missile. Senior Rocket Force
and PLA leadership may have shifted command authority for warhead-handling regiments to offset the
greater risks involved in more decentralized warhead storage and regularly placing parts of the force on
higher alert status. Analysts should continue to monitor for more direct evidence of peacetime warhead
mating or other changes in China's warhead-handling infrastructure and practices.

In addition to more decentralized warhead storage and handling institutions and practices, a LOW posture
may also require changes to professional military education and training, particularly if the air- and sea-
based legs regularly adopt higher levels of alert. Higher levels of peacetime alert may require personnel to
receive more rigorous training in operational security and warhead handling practices. There is no direct
open-source evidence about on navy and air force warhead-handling practices. Rocket Force University of
Engineering, which provides training and education in command and technical subjects for junior Rocket
Force personnel offers 16 academic majors, including 1 in nuclear engineering and technology, which
specifically identifies among its competencies the handling of nuclear warheads. While many of the
university's descriptions of its majors specify the role that they play in supporting the Rocket Force in
particular, nuclear engineering and technology is one of only two majors, along with radiation protection
and nuclear safety, that the university says aim to cultivate the relevant abilities for the entire PLA.

PLA Navy and Air Force professional military education institutions do not appear to provide training and
education on warhead handling. Instead, the Rocket Force University of Engineering may also train navy and
air force nuclear personnel. The description of its nuclear engineering major states, “the nuclear engineering
and nuclear technology major aims to train junior command and technical officers engaged in nuclear
warhead assembly, testing, management and maintenance, combat application, manufacturing supervision,
and applied research for the entire military.”"'° The description similarly notes, “It is the only major in our
country to train nuclear warhead technology and command military talents.”"" Other PLA educational
institutions do not show similar courses in their curricular materials. The Air Force Engineering University
does not list any nuclear-specific subjects among its academic programs.''? The Naval University of
Engineering does offer studies in nuclear engineering and technology, whose description makes a single
reference to weapons safety, but it is clearly focused on naval nuclear propulsion systems.'"?

Third, will China’s LOW posture include a system of progressive alerts by which leaders can decrease or increase
the alert status of their nuclear forces? Open source evidence suggests that China may already have a system
of progressive alerts in place. Writing in 2012, John Lewis and Xue Litai described “a four-stage alert system
and a two-level order sequence for the launch of nuclear weapons.”'

Other Chinese government sources also suggest progressive alert procedures. A submission by the Chinese
delegation to the preparatory Committee for the 2020 Review Conference of the Parties to the Treaty on the
Non-Proliferation of Nuclear Weapons explained that “In accordance with the principles of peacetime-
wartime coordination, constant readiness and being prepared to fight at any time, China strengthens its
combat-readiness support to ensure effective response to war threats and emergencies. If the country
faced a nuclear threat, the alert status would be raised....”""> Classified PLA materials also identify steps that
missile brigades should take to increase the credibility of deterrent threats in a way that reflects the logic of
a progressive alert system.''®

Nuclear Command and Control

First, will launch authority be delegated to military units? Nuclear command and control may be more
delegative or assertive with delegative structures giving decisionmaking power to the military and imposing
fewer technological or political controls and assertive structures tightly centralizing decisionmaking power
within political leadership and imposing more technological or political controls.” Delegative structures are
more likely when the state perceives strong external security threats, especially if they could plausibly
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launch a decapitation or disarming first strike and when the state has relatively stable civil-military
relations.""® Assertive structures are more likely when the state does not perceive strong external security
threats or risks of decapitation or disarming first strikes and when the state has relatively volatile civil-
military relations.”™ Scholars have used this framework to explain why China has maintained very assertive
nuclear command and control structures throughout its history.?°

Chinese leaders perceive growing external threats, especially from the United States and, in recent years,
Chinese strategists appear to have been more concerned about the possibility of a U.S. disarming first
strike.”" Chinese strategists are increasingly concerned about U.S. “meddling” in Chinese affairs and about
possible U.S. “encirclement” and “containment.”'?2 However, Beijing's ongoing nuclear expansion and
modernization may have reduced concerns about disarming first strikes.’>® Nuclear exchange modeling
indicates that China's strategic nuclear forces are more survivable than ever.'?

At the same time, however, Chinese leaders may also see serious domestic threats.'? Experts argue that
China suffers from “low levels of civil-military trust” as indicated by continued periodic purges of senior PLA
officials, persistent challenges of military corruption, and the lack of trusted agents within the PLA."?6 Purges
of the PLA Rocket Force senior leadership in 2022, and their replacement by senior officers from the Navy
and Air Force, suggest that these concerns include the nuclear forces.'?” In late 2023, China purged nine
generals, including three former commanders or vice commanders of the Rocket Force.'? Just a few weeks
later, U.S. media reported that “corruption inside China's Rocket Force and throughout the nation's defense
industrial base is so extensive that US officials now believe Xi is less likely to contemplate major military
action in the coming years.”'?? This included reports that Rocket Force silo covers did not operate as
intended.’° In late 2024, additional senior military officials were purged, indicating persistent concerns
among political leadership with their ability to control the military.'3! Xi Jinping has attempted to exert
stronger control of the military in recent years.'? But poor trust is likely to characterize Party-army relations
going forward.'33 Together, decreased concern about a disarming first strike and ongoing frictions in Party-
army relations suggest that China'’s political leaders may be reluctant to delegate launch authority.

Delegation of launch authority requires specifying the circumstances under which PLA commanders should
launch their missiles before an inbound adversary strike has exploded and which response options they
should execute. Conversely, if Xi Jinping is in the decision loop, he can decide whether and how to respond
to an inbound attack based on the precise political and military circumstances.

Second, which nuclear strikes are prepared in advance? Chinese decisionmakers appear to have dedicated
relatively little attention to the technical features of nuclear strikes. The Second Artillery, the predecessor to
the Rocket Force, reportedly did not begin to draft an operational doctrine until the late 1970s, perhaps
nearly 15 years after the country's first successful nuclear test. The Second Artillery did not publish its first
strategic document until the first iteration of Science of Second Artillery Strategy in 1996. More recently, PLA
texts only describe one nuclear campaign: the “nuclear counterstrike campaign,” consisting of “multiple
waves of large- or small-scale retaliatory strikes.”’* The shift to a launch-on-warning posture may require
the development of a broader array of nuclear strike plans to be executed on short notice. As China grows
and diversifies its strategic nuclear forces, a LOW posture may also require more detailed advance planning
to coordinate and deconflict nuclear planning.'3>

Third, how will China configure the “last mile” of command and control between military and civilian leaders?
China’s past nuclear command and control arrangements may shed light on its preferences. According to
one expert, “China’s top military leaders on the Central Military Commission (CMC) and top political leaders
on the Politburo Standing Committee must authorize the alerting and use of nuclear weapons.”'3¢ One
potential drawback of this arrangement is that it would be almost impossible to convene a session of the
CMC and PBSC within the half hour necessary to order a launch. The “last mile” must also provide the
communications infrastructure to transmit necessary information about an incoming attack to top political
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leaders and valid orders to launch units. By the early 2000s, China’s land-based missile units “used an
automated command and control system for its missile units. That system enabled command and control
over mobile missile brigades from either missile bases or the missile force headquarters in Beijing.”'®’ In the
mid-2010s, military reporting described missile force units training to “establish communications within 30
minutes of entering a drill site.”'*® China reportedly is constructing a new military command center in Beijing
which could provide the technical support for rapid nuclear command and control.”® Scholars might
observe photo and video of China'’s top political leaders to see if they are regularly accompanied by the
same military personnel, perhaps indicating an arrangement analogous to the U.S. nuclear “football.” This
could include being accompanied by a technician to connect personal communications to China's military
command center.

KEY FINDINGS AND RECOMMENDATIONS

Finding: China has put in place all three elements needed to support a launch on warning (LOW) posture—
1) early warning systems capable of detecting, characterizing, and tracking an incoming nuclear strike;

2) alerted nuclear forces that can be launched on short notice; and 3) command and control structures that
can rapidly process the information provided by early warning systems, make decisions about whether and
how to respond, and disseminate launch orders. This conclusion is consistent with the 2024 DOD China
report's finding that the PLARF is working to implement a LOW posture this decade, which the PLA calls early
warning counterstrike [Fii% x i7].14°

Recommendation: Adapt U.S. plans to reflect the expectation that a portion of the Chinese ICBM force will be
alerted and postured to retaliate quickly against a U.S. nuclear strike. Increased confidence in the survivability of
their strategic deterrence may strengthen Chinese resolve and make Chinese leaders less susceptible to U.S.
nuclear threats.’! Assess the implications of this posture through wargaming and simulations of U.S.-China
nuclear crises and exchanges, both to understand the technical implications and to explore how a Chinese
LOW posture is likely to affect choices and risk tolerance of U.S. decisionmakers in scenarios where nuclear
escalation is possible.

Finding: The PLARF now maintains a portion of its nuclear forces on continuous alert to enhance strategic
deterrence.’® The PLARF has adjusted its nuclear warhead storage and handling practices and training to
support regular high alert [= % %] status. A review of Rocket Force News shows that “combat readiness
duty” [%#{f¥t] has become an institutionalized and regular practice within the PLA Rocket Force that is
embedded in daily routines, training standards, and evaluative mechanisms.

A high-alert posture increases the risk of accidental, inadvertent, or unauthorized ICBM launches, not least
because alerted units likely now have nuclear warheads mated with ICBMs to minimize launch preparation
time. The heightened risks of silo-based ICBMs and mobile ICBMs differ. Silo-based ICBMs have lower risks
of unauthorized launch since alerted units are under more direct supervision, but are more vulnerable to an
adversary strike. Mobile ICBMs are more survivable, but have greater risks of accidents and relatively looser
supervision when out of garrison. The general PLA tendency is to share operational responsibilities and
training opportunities across the force rather than restrict them to elite units, so most PLARF ICBM units
likely perform nuclear alert duty once they are operationally certified. Despite extensive PLARF operational
security and camouflage efforts, mobile ICBMs are more likely than silo-based ICBMs to send deliberate or
inadvertent signals as more of the force is alerted and deployed out of garrison.

Recommendation: Commission detailed IC analysis of the operational characteristics of PLARF ICBM brigades to
identify which brigades regularly perform nuclear alert and potential differences between patterns of silo-based
and mobile ICBMs. This study suggests that the risks of accidental, inadvertent, or unauthorized ICBM
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launches will vary depending on how much of the PLARF force and which types of ICBM brigades are on
alert at any given time. PLARF nuclear signaling may also differ based on which types of units are alerted.

Finding: A LOW posture, which requires ICBM units to be ready to launch within minutes, further increases
the risk of mistaken or unauthorized ICBM launches by requiring ICBMs to be ready for immediate launch.
(Absent the LOW requirement, alerted ICBMs could potentially be kept on a somewhat lower level of
readiness that would require more steps before missiles could actually be launched.) A LOW posture also
compresses the time available to decide whether an adversary nuclear attack is occurring and how China
should respond. This increases risks of mistakenly perceiving an attack to be underway (or
misunderstanding its size and intent) and pressures to pre-delegate some decisions about whether and how
to retaliate to PLA commanders rather than to civilian leaders.'® The precise capabilities and choices China
makes about how to structure its LOW posture will determine the strengths and weaknesses of the system
and the resulting additional risks. (See Appendix 1 for a table the summarizes risk factors associated with
the nine LOW design choices.)

Recommendation: Commission detailed IC analysis of the Chinese LOW system, with particular focus on
understanding the coverage and potential gaps in the PLA launch detection and missile tracking system,
determining which elements of PLA ICBM forces are routinely alerted, and understanding exactly how the Chinese
nuclear command, control, and communications (NC3) system works in a LOW posture. Analysts should be
aware of the potential for change as the PLA builds new command and control systems.

Finding: Countries accept the heightened risks of accidental, inadvertent, or unauthorized ICBM launches
that accompany a LOW posture in order to increase the credibility of their nuclear deterrent, especially in
cases where a relatively small nuclear ICBM force might not be able to survive an adversary first strike and
retaliate through adversary missile defenses.

China’s decision to initiate doctrinal research and to develop the technical capabilities needed for a LOW
posture likely predates Xi Jinping's decision circa 2015-2016 to dramatically expand the size of China's ICBM
force (to about 600 warheads as of late 2024)."# The heightened risks of a LOW posture may no longer be
necessary given the increased survivability of a larger Chinese ICBM force. This suggests it might be possible
to persuade China’s leaders to move away from an extremely risky LOW posture toward a somewhat less
risky nuclear posture which might involve ICBM units on a lower level of alert and provisions to alert more
of the force as needed in crisis situations. Such a decision, while difficult to achieve, would parallel Xi's
decision to reduce escalation risks by centralizing control of counter-space and offensive cyber
capabilities.’

Recommendation: Commission detailed IC analysis of the timing of Chinese decisions to develop LOW enabling
capabilities, such as launch-detection satellites, and the decision to expand China’s ICBM force to confirm
hypothesis that the LOW decision predates the ICBM expansion decision.

Recommendation: Seek to persuade Chinese leaders that the heightened risks of a LOW posture are unnecessary
through published research, official U.S. statements and speeches, official dialogues with China and other nuclear
weapons states (NWS), and unofficial dialogues that include Chinese scholars, analysts, military officers, and
policymakers. In some cases, officials and academics from other countries, particularly non-nuclear weapon
states and those with better relations with China, may be more effective messengers than U.S. government
officials.

Finding: A LOW posture is optimized for strategic deterrence against ICBM attacks, which allow roughly 30
minutes between launch and impact. The shorter flight time of theater-range missiles or submarine-
launched missiles would compress the time available for launch detection, target characterization, and
decisions about whether and how to retaliate, further amplifying the risk of a nuclear launch based on
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misperception or misunderstanding of U.S. intent. This is especially true for depressed-trajectory or
hypersonic missile launches.

If the United States decides to deploy shorter-range nuclear missiles to the Indo-Pacific theater to enhance
deterrence, it should be cognizant of how the shorter flight times would stress a Chinese LOW posture and
consider measures to reduce the risk such systems pose to Chinese ICBMs. This would likely require a
clearer differentiation between strategic deterrence based on ICBMs and theater deterrence based on
shorter-range missiles. This distinction between strategic and theater nuclear deterrence does not appear
to currently exist in official U.S. or Chinese nuclear doctrine, but is commonly made in academic and policy
discussions of extended deterrence and escalation dynamics. Current U.S. debates often involve implicit or
explicit assumptions that strategic nuclear deterrence and nuclear deterrence at the theater level constitute
separate rungs on an escalation ladder and limited nuclear use against some military targets is possible
without escalation to the strategic level.

Recommendation: Seek and support a more robust public and private dialogue with China that examines
differences between nuclear deterrence at the strategic and theater levels and seeks to disentangle the two. This
will be challenging given China’s unchanged no-first-use (NFU) doctrine and official view that any use of
nuclear weapons cannot be controlled and is likely to escalate into an all-out nuclear war. However, there is
evidence that PLA strategists are beginning to envision broader deterrent and coercive applications of
theater nuclear systems that may be consistent with nuclear warfighting and require changes to PLARF
doctrine and training.'4®

If the United States decides to deploy theater nuclear systems in the Indo-Pacific to enhance regional
deterrence, it could manage risks by limiting the stress those deployments place on China’s LOW doctrine.
The U.S. goal should be to limit the scope of a Chinese LOW policy to large-scale nuclear attacks on China’s
strategic ICBM force. This would likely require U.S. shorter-range nuclear missiles to be solely focused on
theater targets and not threaten China's strategic deterrent. The United States could make this posture
more credible through a combination of range limits on deployed U.S. systems (so they cannot reach some
Chinese ICBM fields), quantity limits on deployed U.S. systems, and declarations that theater systems are
not for conventional or nuclear counterforce strikes against Chinese ICBMs.

Regardless, China would be highly suspicious of U.S. motivations and likely to view such deployments as a
hostile gesture and respond with measures to turn its theater nuclear force into one trained and postured
for potential theater nuclear warfighting.

Finding: The PLARF has made changes to its nuclear warhead storage and handling procedures and its
personnel training and certification system to support the continuous nuclear alerts necessary for a LOW
posture. Open-source information does not reveal how much of the nuclear force is on nuclear alert or how
nuclear alert responsibilities are distributed across silo-based and mobile-ICBM brigades. However, PLA
scholars write about the varying strengths and weaknesses of the two different basing modes. PLA authors
argue that mobile basing enhances survivability and flexibility, but increases operational challenges and
exposes forces to attack. Silo basing provides greater stability, but missiles are more vulnerable to attack.
PLA analysts suggest that the optimum posture would include a mix of both types of basing modes, with a
possible emphasis on road-mobile missiles to maximize survivability.'#’

Recommendation: Commission detailed IC analysis to determine which elements of PLA ICBM forces are
routinely alerted and to seek to detect patterns in the distribution of nuclear alert responsibilities and differences
in the alert patterns of mobile and silo-based ICBM brigades.

Finding: The PLA’s pursuit of a nuclear triad that includes PLA Navy (PLAN) Type-094 JIN class SSBNs and
PLA Air Force (PLAAF) nuclear-capable bombers will complicate PLA nuclear planning and enhance the
survivability of the Chinese nuclear force. The expansion of nuclear weapons to services and units with
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limited nuclear experience will likely increase the chances of accidental, inadvertent, or unauthorized use.
Technical characteristics of Chinese air and sea-based nuclear weapons and their associated NC3 systems
make them poorly suited for a LOW posture, but it is possible the PLAN and PLAAF will argue for such a role
if it is seen as a prestigious mission that might bring additional resources.

Recommendation: Use commissioned research and dialogues to highlight the historical costs and challenges of
maintaining the high readiness necessary for a LOW posture in the air and naval legs of the triad, and encourage
Russia and other NWS to share their experiences with the PLA.

Finding: The PLARF shift to a LOW posture that includes alerted ICBMs raises its baseline level of readiness
and compresses the bandwidth for nuclear signaling, since the peacetime PLA will already have a portion of
the force ready to fire on short notice. China's larger ICBM force and higher baseline readiness reduces the
urgency of flushing mobile ICBMs from garrison early in a crisis to ensure survivability and allows the PLARF
to be more deliberate with its nuclear signaling decisions.’® In addition to the nuclear signaling measures
discussed in the literature, the PLARF appears to have adopted a progressive alert system that will mobilize
a larger percentage of the ICBM force at higher alert levels.’ To the extent that the PLARF relies more on
silo-based ICBMs rather than mobile ICBMs for strategic deterrence, signals of heightened alert status may
be harder to detect. Deployment of mobile ICBMs from garrison and SSBNs to sea would be key indicators
of higher alert.

Recommendation: Task IC to be sensitive to potential shifts in Chinese nuclear signaling patterns given changes
in the composition and readiness of the PLARF ICBM force. There may be value in revisiting intelligence
indicators and how red teams portray Chinese nuclear forces in simulations and wargames.

DTRA may want to commission research to re-examine Chinese writings on escalation and nuclear-signaling
once they begin to reflect the new reality of a larger Chinese strategic deterrent.

Finding: There is significant nuclear-conventional entanglement in aspects of a nuclear force postured for
LOW, in addition to the recognized risks of dual-capable missiles such as the DF-26.">° The United States and
Soviet Union eventually accepted that early warning satellites and dedicated NC3 systems contributed to
crisis stability at the strategic nuclear level and that both sides were better off if the other side’s systems
worked reliably.™" Such stability is best achieved by dedicated early warning satellites and NC3 focused
solely on nuclear deterrence and mutual agreement that such systems should be off limits to attack by anti-
satellite weapons, offensive cyberattacks, or electronic jamming. This will be challenging given the inherent
dual-use characteristics of early warning satellites and radars and some aspects of NC3, which have high
value for ballistic missile defense and conventional warfighting and evidence that Chinese analysts see value
in using early warning systems for conventional missions. This implies that agreements not to attack these
aspects of an adversary’s early warning and NC3 systems will require accepting that these systems may be
available to support their BMD systems and conventional warfighting capabilities.

Recommendation: Urge policymakers to examine the extent to which next-generation U.S. early warning and
NC3 systems could be dedicated solely to strategic deterrence missions to facilitate possible arms control
agreements restricting attacks on these systems. This will require a classified assessment of the contributions
Chinese systems would make to PLA BMD systems and conventional warfighting.

Finding: A critical aspect of NC3 in a LOW nuclear posture is the “last mile” that loops civilian
decisionmakers into urgent decisions about whether and how to retaliate for a nuclear attack that is
underway. The precise details of how China makes decisions about nuclear use and communicates them to
operational units are not known at the open-source level. Our research found no evidence that a PLA
officer with the Chinese equivalent of a nuclear football routinely accompanies Xi Jinping on domestic and
international travel. A nuclear football might not be necessary because PLA nuclear missiles are not believed
to include permissive action links that require inputting centrally-held codes to allow for launch. China may
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develop some other system for making and communicating launch decisions. In any case, Xi Jinping's
inclusion in LOW response decisions is critical, because he may be the only one with the authority to decide
not to execute a pre-planned nuclear response to an accidental or limited nuclear attack.

Expert discussions suggested that an interim solution might be transmitting nuclear messages using the
CCP “red phone” secure communications system that already connects senior party officials.’™? Xi Jinping
likely has a dedicated civilian communications team that provides constant access to this system, and it may
be easy for the Zhongnanhai Telecommunications Directorate to connect PLA nuclear communications lines
to the CCP secure red phone system. Such a connection would probably not provide a common operating
picture of the military situation. It likely would have the technical ability to support conference calls with
senior military officials and possibly with other members of the Politburo Standing Committee. It is possible
that efforts to build a new PLA command center in Beijing (known as Beijing military city) may include
upgraded NC3.

Recommendation: Encourage China to conduct simulation exercises that exercise its NC3 arrangements within
the LOW response window. Consider POTUS-level discussions with Xi Jinping about the challenges of nuclear
decision-making in a crisis.

Finding: A LOW posture implies making advance decisions about what alerted missiles would target. China
has signed at least three agreements not to target other countries with nuclear weapons: a bilateral NFU
and non-targeting agreement with Russia in 1994, a bilateral non-targeting agreement with the United
States in 1998, and a P-5 non-targeting agreement signed in May 2000.">3 The U.S.-China agreement was a
“non-targeting” agreement because the United States would not give a NFU pledge and because China
claimed it did not target the United States with nuclear weapons. At that time, China kept its missiles and
warheads separated, so China did not need to make changes in its practices to implement the agreement.’*
Discussion of how China is implementing the 1998 and 2000 non-targeting agreements now that its ICBM
force is regularly on nuclear alert and that it has adopted a LOW doctrine could be a useful starting point for
crisis stability discussions with China. (According to the organizer of a U.S.-China nuclear track two dialogue,
U.S. participants raised this agreement in a June 2025 dialogue and Chinese non-governmental participants
responded that they believed the agreement was now void because of changes in U.S.-China bilateral
relations.)'®®

Recommendation: State Department and OSD should consider whether China’s adherence to its non-targeting
commitments would be a good talking point for U.S.-China official dialogues. The U.S. government could also
consider whether this point is best raised by other countries or in track two or academic settings.
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APPENDIX 1: LOW DESIGN CHOICES, ASSOCIATED RISKS, AND
MITIGATION OPTIONS

Decisions Increasing

Design Decision Significance Risk Mitigation Option
EW Systems
Does system detect Low Detecting both Dedicated nuclear EW systems;
both nuclear and increases entanglement agreement not to target EW satellites
conventional and misperception risks  and radars
launches?
Does system Medium Single phenomenology China-Russia or TL dialogue on Cold
incorporate dual increases risk of false War experience; BL/ML launch
phenomenology? positives notification agreements
What organizations Low Information loss China-Russia or TL dialogue on Cold
control systems and crossing org. War experience and “near misses”
how is intel shared? boundaries increases
misperception
Alerted Forces
What portion and type = High Large portion on alert; Track 1 or 2 meetings on signaling and
of forces are put on reliance on mobile crisis behavior; U.S. unilateral
alert? missiles transparency on nuclear signaling?
Required changes to Low New procedures and Track 1 or 2 meetings emphasizing best
organizational coord. across org. practices of technical and personnel
structure, processes? boundaries increases controls; dialogue on past experiences
inadvertent launch risks
Does a progressive Medium Inflexible procedures; Crisis communications mechanisms;
alert system operate in overlap between signs launch notification agreements; talks on
a crisis? of alert and launch prep signaling and crisis behavior
Nuclear C3
Is launch authority High Extensive delegation; Encourage PRC to conduct pol-mil
delegated to lower low control raises risk simulation exercises; U.S.-China track
command echelons? of unintentional launch 2 nuclear simulation exercise
Which types of Medium Rigid response Non-targeting agreement
response strikes are procedures increase risk
pre-prepared? of undesired actions
How is “last mile” of High Unreliable NC3 to top Bilateral agreement to not target NC3
nuclear C3 leader limits decision systems; PRC pol-mil simulation
configured? time and info and might = exercises

eliminate ability to
decide NOT to retaliate

The table identifies, for each of the nine design decisions discussed above, the significance of each design
decision for U.S.-China nuclear relations, decisions or features related to that design decision which could
increase risks of nuclear escalation in a U.S.-China context, and options for mitigating those risks. When
determine whether each design decision presents high, medium, or low significance for U.S.-China nuclear
relations. High significance decisions are those which are most likely to increase the risks of unauthorized,
accidental, or inadvertent nuclear launches. Medium significance decisions are those which are likely to
indirectly increase the risks of nuclear use by, for instance, increasing the likelihood of misperception or
bureaucratic error. Low significance decisions are those which may impact the internal functioning of
China’'s LOW posture but in ways which are not likely to influence the risks of nuclear use. Three design
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decisions are of high significance: 1) what portion and type of nuclear forces are placed on alert; 2) whether
or not China institutes a progressive alert system and implements those alerts in a crisis; and 3) whether
launch authority is delegated to lower echelons of command.
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APPENDIX 2: METHODS FOR INFLUENCING CHINESE THINKING ABOUT
LAUNCH ON WARNING

This study highlights the importance of Chinese thinking about the utility of nuclear weapons and about
strategic stability as critical factors in Chinese decisions about nuclear force structure and nuclear doctrine.
It suggests there may be a disjuncture between the new reality of a larger and more survivable Chinese
nuclear deterrent and the need to run the heightened risks of a LOW posture to compensate for a small and
vulnerable nuclear deterrence. It advocates efforts to influence Chinese thinking through a variety of means.

China’s reluctance to engage in frank discussions about its nuclear capabilities has inhibited U.S.-China
official dialogues on nuclear issues in the past, and the current state of U.S.-China bilateral relations poses
new obstacles. Although some issues can only be addressed through official negotiations, other issues can
be usefully discussed in other forums. Moreover, Chinese suspicions about U.S. intentions and motives
means that views and experiences shared by Russia or other nuclear weapons states may be regarded as
more credible and have more impact on Chinese interlocuters.

U.S. government policy statements and speeches provide authoritative statements of U.S. policy. Chinese
interlocutors pay close attention to formal policy statements, but are likely to receive them suspiciously and
interpret them through their own preconceptions about U.S. motives.

U.S.-China official dialogues provide opportunities for direct and confidential discussions. It has proven
difficult to persuade the Chinese government to engage in such discussions, and in the few times they have
occurred, it has been difficult to move beyond scripted talking points.

U.S.-China unofficial (track two) dialogues involve a mix of scholars and officials participating in their personal
capacity. A number of unofficial U.S.-China dialogues have been organized to discuss strategic stability and
nuclear issues; these have involved current and former government officials, active duty and retired military
officers, analysts at government and private research institutes, and academics. It has become more difficult
to organize such dialogues in recent years due to concerns of participants on both sides about their
personal safety and risk of being detained by security authorities.

Academic conferences are more focused on presenting historical, theoretical, and policy research, often in
multilateral forums. The academic nature of such conferences can allow freer discussions, but they have
less potential for policy impact.

Sponsored research published openly can potentially influence Chinese academic and policy debates.
Chinese analysts follow foreign publications of policy interest; some are translated and summarized for
Chinese government officials and cited in research by Chinese academics and research institute analysts.

Official and unofficial China-Russia dialogues already occur on a range of strategic issues, and provide a
channel through which Russia might share its experience with nuclear deterrence and issues associated
with LOW. In some cases, Russian advice and opinions may shape Chinese thinking in undesirable
directions.

Trilateral U.S.-China-Russia dialogues on strategic and nuclear issues have sometimes occurred. These offer a
chance for the United States and Russia to share their longer experience with nuclear operations and LOW,
and for U.S. participants to push back against unhelpful Russian views.

The P-5 (five permanent members of the United Nations Security Council) have held official dialogues and
negotiations on strategic stability and nuclear issues; the different mix of participants can potentially spark
different discussions.
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The United Kingdom and France are both nuclear weapons states that have decided to maintain relatively
small nuclear deterrents. They have less competitive relationships with China and could potentially engage
in nuclear and strategic discussions in a less adversarial manner.

The matrix below considers which methods for seeking to influence Chinese thinking about launch on
warning are best suited for which issues.

USG U'.S US Academic Sponsored China- UK/
Issue 6 China China . TL P5
policy . conferences research Russia France
? official track two

Early Warning X X X X X
challenges

Challenges of X X X X X X X X
maintaining an

alerted nuclear

force

LOW necessity X X X X X X
and risks

Balancing X X X X X X
survivability
and stability

Strategic- X X X X X X X
theater
distinction

Can nuclear X X X X X
Early Warning

and NC3 be

segregated?

Challenges of X X X X X X
nuclear

decision-

making under

LOW

Nontargeting X X X X X
and LOW
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