INSTITUTE FOR NATIONAL
STRATEGIC STUDIES

About the Authors

Walter L. Christman is Executive Chair-
man of the Global Challenges Forum
Foundation and a Visiting Fellow in the
Institute for National Strategic Studies
(INSS) at the National Defense Univer-
sity. Frank C. DiGiovanni is the Director
of Force Readiness and Training in the
Office of the Deputy Assistant Secre-
tary of Defense (Readiness). Linton
Wells Il is a Visiting Distinguished
Research Fellow in INSS and a former
Principal Deputy Assistant Secretary
of Defense/DOD Chief Information
Officer.

Key Points

@ Dealing effectively with contem-
porary security challenges requires
prepared coalitions of partners that
are able to operate together.

€ The Global Knowledge Networking
(GKN) initiative supports local deci-
sionmaking and makes knowledge
actionable. Its core is the “compos-
able organization,” where people,
ideas, processes, and technology
can be brought together as needed.

€ The GKN supports initiatives from
NATO’s Wales Summit, focused
especially on interoperability and
capacity-building. A proposed Gulf
Knowledge Center test bed also
would support recent decisions by
a Gulf Cooperation Council Summit
concerning military command and
education.

€ Building new learning tools with
coalition partners can improve
common understanding and shared
procedures. This vision is a key part
of the next generation of training
and readiness capability, led by the
Office of the Under Secretary of
Defense (Personnel & Readiness).
The GKN initiative could be adapted
for regions beyond the Gulf.
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mart security builds on actionable knowledge. The North Atlantic

Treaty Organization (NATO) Wales Summit in September 2014

highlighted the need to build on partnerships to prepare and op-
erate together better. Building on the successes of past partnership ini-
tiatives and capabilities, this paper proposes new ways to embrace and
extend techniques and relationships originally developed under success-
ful Secretary of Defense (SECDEF)-level memoranda of understand-
ing (MOUs) within NATO’s Partnership for Peace (PfP) program. The
Global Knowledge Networking (GKN) initiative supports smart deci-
sionmaking by educating and training tomorrow’s agile, resilient, and
effective leaders. GKN is a network of people, ideas, and processes to
make knowledge actionable and is focused on improving on U.S. and
coalition interoperability through improvements in existing training and
education capabilities. It has begun to convene strategic dialogues around
key challenges and collectively owned opportunities. Its initial framing
is globally relevant and focused on the Arabian Gulf region through a
proposed test bed for collaboration with the member states of the Gulf
Cooperation Council (GCC). This will allow new tools for interoper-
ability to be explored and created together as enablers of joint capability.
Drawing on the experiences of NATO’s Partnership for Peace, it will
promote an innovative systems approach that could help cultivate and

sustain more effective security partnerships around the globe.
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Introduction

The U.S. Department of Defense (DOD) and
NATO recognize that today’s increasingly complex, dy-
namic, globalized, and evolving challenges require both
collaborative approaches with partners and innovative
ways of learning for leader development. NATO Summit
communiqués, defense reviews, and other security poli-
cies reflect this. To implement them, however, the Alli-
ance and member nations will have to integrate political,
economic, and civil instruments in concert with military
means, based on a greater understanding and apprecia-
tion of the operational environment. Significant changes
in national and global security strategies and expendi-
tures will be needed as well as, in some cases, changes in
core security concepts. Any new approach must empow-

er stakeholders, encouraging partners at many levels to

GKN will help develop agile,
resilient, and effective leaders who
can recognize, analyze, and solve
complex “wicked problems” better

contribute their solutions to shared problems. As Carol
Dumaine observed, “the globalization of national secu-
rity risks demands the globalization of cooperation.™

This cooperation is best approached through inter-
national partnerships drawing on holistic systems-and
effects-based thinking designed to support both global
security and sustainable development. New platforms to
promote global research and educational partnerships
will be needed. This, in turn, promotes a new paradigm
of defense and military training and education, one that
encourages lifelong personalized learning, creativity,
and active engagement supported by the judicious use
of modern technology tools and networks, community-
building, and citizen participation.

The synchronization of land, sea, air, space, and

cyber campaigns will remain a cornerstone of joint
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and coalition operations. However, the diversity of
global challenges increasingly poses an additional
demand: the need to achieve unity of purpose and
unity of effort among such diverse players even when
there is no unity of command. Achieving such unity
requires that engaged actors have sufficient common
appreciation of the challenges being addressed, the
current situation, and the desired endstate, as well
as a common framework in which to address the
problems.

To help create the necessary shared understand-
ing and common appreciation, the GKN initiative
is intended to enhance U.S. coalition interoperability
through improvements to existing training and educa-
tion capabilities. It would build on and incorporate
proven achievements and capabilities developed over
the past 15 years in a variety of areas, to include:
NATO’s PfP, improved tools to support innova-
tive and personalized lifelong learning supported by
point-of-need content delivery, and the development
of technologies to support distributed collaboration,
analysis, and simulation.

'The primary objective of the GKN initiative is to
provide a framework that will promote learning for
today’s decisionmakers and their successors to help
them become more agile, resilient, and effective lead-
ers. The GKN framework provides for practical, cross-
cultural, and interagency collaboration, while cultivat-
ing and sustaining security partnerships around the
globe. GKN builds a dynamic, collaborative feder-
ated network of people, ideas, and processes to make
knowledge actionable. It can address current and
emerging challenges, initially in such areas as disas-
ter preparedness and humanitarian assistance, to build
community resilience. Over time it could respond to
threats to the environment, human security (includ-
ing health), maritime and cyber security, and energy
security, as well as challenges posed by terrorism and
hybrid warfare.

GKN focuses on knowledge development for col-

lective intelligence, enabling a better understanding of

ctnsp.dodlive.mil



complex problems by exploiting information and analy-
ses from diverse sources. It will help organizations better
prepare and operate together to confront diverse chal-
lenges by improving situational awareness, supporting
collaborative planning,> and helping to determine the
most appropriate responses using both military and non-
military means. A unified knowledge development pro-
cess, which would encompass all the involved decision-

makers and their respective staffs, would:

¢ provide more comprehensive and adaptive per-
spectives based on shared trust (which must be built)®
in contrast to the currently stovepiped (yet still highly

dynamic) problem space

4 enhance and unify existing, noncoherent knowledge-
development techniques in various organizational subunits,

including the promotion of personalized learning

¢ promote communities of interest that would en-

courage lifelong learning and knowledge generation

¢ systematically capture knowledge in ways that sup-

port leaders and organizations in working better together

4 support improved interoperability between actors
across a wide spectrum of tasks using agreed-upon infor-

mation formats

¢ make knowledge persistent in organizations so
they can be less reliant on access to subject matter ex-

perts, who may not be available when needed.

A whole array of new security risks accompanies
the problems of globalization, many of which are so-
called wicked problems*—hard to define clearly and
highly resistant to resolution. The phrase, coined by
Rittel and Webber in 1973, evokes a problem consid-
ered extremely difficult or impossible to solve due to in-
complete, contradictory, and/or changing requirements
that are often hard to recognize or anticipate. Multiple
stakeholders make it hard to arrive at an agreed-on det-
inition of any particular wicked problem, much less a
solution. Viral global threats can intersect and combine

into larger order problems, creating cascading effects.
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Many of these problems show a hydra-like resilience.
Due to complex interdependencies, efforts to solve one
aspect of a wicked problem may reveal or create other
issues, and so the approaches often have to be iterative,
despite our incentive structures that reward steadfast-
ness and resolution.

To address such wicked problems, GKN can serve
as a catalyst for new areas of research and education.
If knowledge is power, then restructuring the way
knowledge is created and shared will revise power’s
distribution, creating new opportunities for innova-
tive solutions. Many organizations around the globe
are engaged in research to solve technology gaps and
social ills, but few can take full advantage of the vast
intellectual capital now at their disposal. By taking a

more “systems approach” to innovative learning, GKN

e
due to complex interdependencies,
efforts to solve one aspect of a
wicked problem may reveal or
create other issues

can help leaders recognize, align, synchronize, and
harmonize options and solutions across a wide set of
dynamic variables. In turn, this can help make them
more agile, resilient, and effective leaders and better
able to address the challenges posed by wicked prob-
lems. Since one of the GKN initiative’s aims is em-
powerment—customizing cooperative associations to
face increasingly interrelated global risks—it can help
distribute these skills across the leaders of a coalition.

Hybrid warfare, for example, is a growing chal-
lenge to the United States, NATO members, and po-
tential partners, including friendly Arab states. It is a
potent, complex blend of conventional, irregular, and
cyber warfare through the systematic and synergistic
incorporation of a wide array of military and para-

military concepts. It can include nuclear, biological,
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and chemical weapons, improvised explosive devices,
and information warfare. This significantly raises the
demand for comprehensive responses and the need
for shared knowledge and understanding to build the
trust necessary to prepare and operate together against
such threats.

The GKN initiative and its processes are in-
tended to transform traditional security exercises and
classroom instruction by creating on-call, real-time,
composable training events that emulate emerg-
ing crises and complex emergencies. The concept of
composable training means that training events can
be constructed “on the fly” because the underlying
foundation material is granular enough to be repur-
posed. To achieve this, the GKN initiative is intended
to advance (to the next-generation level of capabil-
ity for multinational engagement) some of the lead-
ing elements of the DOD Combatant Commanders’
Exercise Engagement and Training Transformation
(CE2T?2) program® in concert with other activities,
such as the DOD Regional Centers. As a network of
people, ideas, and processes to make knowledge ac-
tionable, GKN seeks to strengthen existing policies
and programs in order to promote the next generation

of training transformation.

Building Global Networking to
Address 215-Century Challenges

Dr. Talal Abu-Ghazaleh, one of the Arab world’s
leading information technology advocates and a for-
mer chairman of the United Nation’s Global Alliance
for Information and Communications Technology
and Development, told the First Arab Conference
on Arabizing the Internet that “[t]echnology is not
simply additive; it is more often exponential. An in-
vention usually triggers other inventions.” The tech-
nology applications included in the GKN initiative
are not new. They were pioneered as part of the 1999
NATO Summit in Washington with the decision to
establish a Training and Education Enhancement
Program (TEEP) under NATO’s PfP program. The
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TEEP consisted of three interrelated elements: the
P{P Training Centers; a PfP Simulation Network; and
the PfP Consortium of Defense Academies and Secu-
rity Studies Institutes. Promoted by then—Secretary of
Defense William Cohen, they were expected to lay the
foundations of a global security network for the 21+
century and came to include SECDEF-level Memo-
randa of Understanding (MOUs) with Sweden and
Switzerland.” The GKN concept can build on more
than 15 years of success from these initiatives, which
have developed a global security network that employs
regional schools, distributed learning and simulation,
and a networking of institutions. The challenge today
is to embrace and extend these capabilities through a
next-generation effort—to “trigger other inventions,”
in Dr. Abu-Ghazaleh’s words. This could start with a
pilot project in another region of the world, such as the
Middle East with the member nations of the GCC—
Bahrain, Kuwait, Oman, Qatar, Saudi Arabia, and the
United Arab Emirates (UAE). Follow-on endeavors
may extend to Asia, Latin America, and Africa.

The GKN initiative supports the requirements
stated in the NAT'O Wales Summit Declaration of Sep-
tember 4-5, 2014, in which NATO Heads of State and
Government reaffirmed their commitment to building
partnerships and the development of a broad coopera-
tive security network.? The Summit Declaration pro-
moted the development of an “Interoperability Platform”
by declaring the resolve of the nations to build on the
legacy of the Partnership for Peace at its 20" anniver-
sary, and likewise celebrating “ten years of the Istanbul
Cooperation Initiative, which has helped to promote un-
derstanding and security cooperation with our partners
in the Gulf region.” The Summit Communiqué further
affirmed, “We will . . . look to further develop relations
with relevant regional international organizations, such
as the Gulf Cooperation Council and the Arab League
...including in the context of regional crisis situations.”
The Summit messages were reinforced at Allied Com-
mand Transformation (ACT) Chiefs of Transformation

Conference in December 2014.°
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The GKN and Gulf Security:
Establishing a Regional Test Bed
Pilot Project

Since 1987, when the GCC member states ap-
proved a comprehensive security strategy,’® a general
framework has existed for organizing mutual coop-
eration in multiple aspects of defense and security.
Since then, and particularly in the past decade, GCC
members have taken important steps to develop their
defensive capabilities, strengthen their bilateral rela-
tionships with Western militaries, and integrate their
armed forces. They have recognized the value of sig-
nificant investments in relevant research and training.
For them, a key question has become: What is needed
to strengthen our existing capabilities beyond what
has already been done?

There is no doubt that the Gulf region is a particu-
larly challenging part of the world where possibilities for
miscalculation and misfortune abound. Iran’s emergent
nuclear capabilities and regional ambitions, as well as
its support of militant Shiite movements, represent but
one example. The Israeli-Palestinian conflict is another.
'The civil war in Syria provides many examples of hybrid
warfare, not only by Bashar al-Asad’s regime, but also by
radical extremists.!*

In December 2013, these developments obliged the
six leaders of the GCC member states to deepen prepa-
rations for mutual military assistance. They established a
Joint Military Committee to supervise cooperation and a
Joint Military Command to promote collaboration, in ad-
dition to joint military exercises and better coordination in
the field of military industries.’ They also agreed to estab-
lish the Gulf Academy for Strategic and Security Stud-
ies in the UAE. The academy aims to increase knowledge
transfer and address threats across the entire Gulf region.
The future academy will initially focus on missile defense,
border security, and counterterrorism. Establishment of a
Joint Command Structure and Academy is part of an in-
tensified construction of a regional security architecture,
which began with the Peninsula Shield force in 1984.

'The participants at the December 2014 Summit meeting
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of the GCC in Qatar agreed to create a joint naval force
based out of Bahrain and a UAE-based law enforcement
agency (GCC-POL) for sharing intelligence and deal-
ing with organized crime. The Joint Military Command,
which would be based in Riyadh, will allow the GCC to
deal better with outside threats, especially from Iran, while
the GCC-POL will share information to combat regional
crime and terrorism.

The civilian and military organizations that would
participate in this unified endeavor are at different lev-
els of scale, maturity, and readiness. This can have severe
consequences in a crisis from a wunity of effort perspec-
tive. To assure adequate response to a complex security
situation—for the protection of both lives and critical

infrastructure, for example—both common procedures

GCC members have taken important
steps to develop their defensive
capabilities, strengthen their bilateral
relationships with Western militaries,
and integrate their armed forces

and comprehensive training will be required. Network-
connected simulated exercise scenarios can help to build
shared readiness and capability.

Leading figures in the Arab world are speaking
out on the need to address these challenges. In Feb-
ruary 2014, Dr. Nabil Elaraby, the Secretary General
of the Arab League, addressed the Crisis and Emer-
gency Management Conference in Abu Dhabi. Dr.
Elaraby spoke on the issue of “The Future of Collec-
tive Arab Action,”” and he asked League members
to develop common policies to deal with economic,
political, social, and security problems. The region is
facing growing challenges, and the “nature of these
challenges imposes on the Arab states the necessity

to work jointly. . . . We are capable, if we have the
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vision and will and if we work on developing Arab
policies, to achieve a lot, like the European Union
and the African Union.”

These statements supported the December 2013
GCC leadership decisions. To that end, Arab states have
begun working on a regional emergency network to co-
ordinate their responses to crises, ranging from political
upheaval to armed revolt and from natural disasters to
disease pandemics. The Arab League has already set up
an early intervention center to strengthen the capabili-
ties of countries facing risks and emergencies. The sec-
ond phase of the project now foresees a network for all
Arab states to communicate in a crisis in order to pool

efforts and ensure swift political response and action. As

a GKN-like pilot program embraced
by the GCC states could contribute
to a shared understanding of the
crisis/operational environment in
this strategic region

Dr. Elaraby stated, “Complex events require an ability to
read and analyze all the information and to give deci-
sion-makers proper knowledge to make good decisions
at good times. . . . That requires a rapid ability to gather
information . .. to guarantee effective response and pro-
vide good recovery.”

The need for the United States and NATO
to strengthen their own knowledge-development
processes to meet emerging challenges creates pre-
cisely the opportunity that Dr. Abu-Ghazaleh sug-
gested. A GKN-like pilot program embraced by
the GCC states could enable the collection, analy-
sis and distribution of information in the Gulf area
that would contribute to a shared understanding of
the crisis/operational environment in this strategic
region. The development of a “Gulf Knowledge
Center” could help identify, build, and develop an

important knowledge base in the Gulf region—and
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also beyond—as a continuous, adaptive, networked
activity carried out at the strategic, operational, and

tactical levels. It could provide:

¢ local horizon scanning and monitoring

# assessment of crisis situations

¢ development of response options

# operations planning and/or civil emergency planning
# crisis management

¢ return to stability/normality.

Within the different phases of any GCC Crisis
Management Process, four key functions—Sensing/
Framing, Planning, Implementation, and Assess-
ment—must rely on knowledge development. Switch-
ing from traditional reactive approaches to a more pro-
active knowledge-development approach would reduce
barriers to collaboration within respective national and
regional crisis management organizations and increase
the effectiveness of collaborative responses. This would
also provide a more coherent understanding at all deci-
sionmaking levels.

It is worth noting that the NATO Wales Summit
“Partnership Interoperability Initiative” identified the
UAE as an “Interoperability Platform” partner among
the Arab nations and Jordan as a “Defense and Related
Security Capacity Building” (DCB) partner. As these
two nations have agreed to these roles and designations
with NATO, it would appear that the GKN initiative
encompassing both could be within reason. To promote
rapid knowledge development, a pilot project called
“Gulf Knowledge Center™—to be established at an
appropriate location in the Gulf region or possibly by
common agreement in another country such as Jor-
dan—could enhance coalition responses through a
global, network-enabled environment. A placeholder
title for such a prototype endeavor could be “Gulf
Knowledge Online.”™*

In whatever manner a pilot project might be de-

veloped, it is important to draw from both regional
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sources and the knowledge base of the GCC’s in-
ternational partners, such as the United States and
its NATO Allies, to form a more collaborative in-
formation-sharing environment. The goal would be
to leverage existing and emerging technologies in a
“smart-pull” fashion and co-develop next-generation
applications. The proposed GKN learning environ-
ment could become a continuously available educa-
tion resource that could help guide the planning and
execution of disaster and crisis preparedness as well as
joint operations in the execution of a crisis response.
Were this to be joined with a curriculum, degree-
granting and certification initiatives for defense and
military professionals from throughout the region,
and the development of online strategic wargam-
ing capabilities, then the eventual establishment of a
GCC Virtual Security University might be possible,

which would be a significant achievement.

GKN: Key Concepts and a
Strategic Roadmap

The GKN initiative is intended to promote coali-
tion interoperability worldwide. In U.S. military training
and education it would be a key component in next-gen-
eration capability, using advanced distributed learning
(ADL) and simulation networks. Initial concepts already
are being explored in collaboration with NATO and
GCC members. These can build on relationships and
methods from the successful SECDEF-level MOUs un-
der NATO’s P{P program noted earlier, forging partner-
ships of nations that can prepare and operate together.
It can be followed by appropriately tailored networking
initiatives and consortium approaches in Asia, Latin
America, and Africa.

A concept of operations and a strategic roadmap for
the Global Knowledge Network initiative will need to be
developed to inform the creation of a “GKN Learning
Environment.” These can identify effective pathways for
both individual and collective education and training op-
portunities for U.S. and coalition military forces as they

prepare to operate together, very often in collaboration
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with host-nation governments, nongovernmental organi—
zations (NGOs), and international organizations. A cen-
tral issue is the collaboration strategy necessary to achieve
unity of effort.” In this regard, Joint Publication 1-02 pro-

vides the following useful definitions:*

¢ Unity of effort: Coordination and cooperation to-
ward common objectives, even if the participants are not
necessarily part of the same command or organization—

the product of successful unified action.

¢ Unified action: The synchronization, coordination,
and/or integration of the activities of governmental and
nongovernmental entities with military operations to

achieve unity of effort.

'The remainder of this paper advances the C5 (com-
mand, control, cooperation, coordination, and collabo-
ration) concept as an integrating strategy for a “com-
posable organization” model as the core feature of the
GKN initiative. Composable means that organizational
elements can be brought together as needed. Together
with the C5 concept, this approach is well suited to
pursuing unified action and enabling unity of effort. An
important reference is the 4™ edition of the Insights and
Best Practices Focus Paper: Interorganizational Coordina-
tion, written by the Deployable Training Division of the
Joint Staff J7 and published by the Joint Staff J7."

The GKN initiative, as it fosters the next genera-
tion of training transformation capabilities to empower
C5 thinking, globally proposes to build on three exist-
ing foundations. First are U.S. DOD components that
support online learning as part of individual training.
Second are collective-training components with prior
direct experience with NATO-PfP education and
training initiatives. The third capability is represented
by the DOD Regional Centers managed by the De-
fense Security Cooperation Agency. The GKN ini-
tiative, therefore, is not just another communications
pipeline. Rather, it is a powerful catalyst to enable glob-
al knowledge development for collective understand-

ing that may ride on any chosen network, whether it
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is classified, unclassified, or the Internet. This concept
should be further refined and developed in the spirit
of emerging concepts for Multinational Information
Sharing networks. There is a need to integrate all po-
tential contributions across all communications chan-
nels into a more holistic interoperability platform for
worldwide application, which will allow qualified users
anywhere to create the composable organization in a
“smart-pull” fashion. The composable organization is, in
essence, a fusion center in the hands of users to employ
worldwide collective intelligence for collaboration and
decisionmaking, even to address local problems.

1. Individual (Personalized) Learning. Wisdom for
action emerges from the collective intelligence and situ-

ational awareness formed through experience. The U.S.

the GKN initiative is intended to
promote coalition interoperability
worldwide and enable global
knowledge development for
collective understanding

military typically groups “learning” into the stovepipes of
training, experiential learning, and education. Yet capa-
bilities are available today to support continuous lifelong
learning, from recruitment to retirement, with point-of-
need content delivery. One of the key elements of per-
sonalized learning is big data and the granularity of the
knowledge database, which can include curricula, per-
formance indicators, and organizational goals. Personal-
ized learning could be a course, document, or doctrine.
'This promotes both organizational and personal learning
goals.' Today, several diverse U.S. and NATO initiatives
must be enhanced to achieve such an endstate.

The GKN challenge is to make these tools more
relevant and accessible. Both U.S. and coalition military
forces should be able to access the same learning events,
in the native languages of students and organizations,

through a learning management system via their local
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duty stations, their homes, or when deployed. “Anytime,
anywhere” availability currently allows U.S. military
personnel to study at their own pace and arrive better
prepared. An Interactive Learning Library for Training
and Exercise Environments can further enhance pre-
employment preparation for foreign military personnel.
The National Defense University’s “Innovative Learn-
ing” initiative should be engaged, along with NATO e-
learning innovations. Supporting concepts and capabili-
ties developed under the U.S.-Swiss MOU for PfP ADL
should be investigated and considered for incorporation
into the GKN approach. The initial cadre of learning
events for a “Gulf Knowledge Online” pilot project will
likely emerge from U.S. online learning repositories and
may be augmented by the curriculum of leading DOD,
NATO, and PfP education and training centers as well
as input from leading regional research centers.

2. Collective Learning. Organizations as well as
individuals must learn and adapt. Based on U.S. ca-
pabilities and NATO’s PfP Simulation Network (P{P
SIMNET), the GKN roadmap and concept of opera-
tions should investigate options to develop distributed
computer-assisted exercises (CAX) using realistic, re-
gionally relevant, and appropriate scenarios and also
invite coalition military forces and civilian agencies to
participate in developing the framework. NATO train-
ing installations, including the U.S. Joint Multinational
Training Center (JMTC) and the NATO Joint Force
Training Center in Bydgoszcz, Poland, would be natu-
ral partners to engage. In particular, JMTC’s robust
and dynamic expeditionary training teams, who bring
efficient and effective training solutions anywhere they
are needed, could set excellent examples of what to
achieve. The Naval Postgraduate School’s Massively
Multiplayer Online War Game Leveraging the Inter-
net (MMOWGLI) is a particularly notable way to ad-
dress “wicked problems”—indeed, doing so in an envi-
ronment of trust created by allowing players anonymity
in game play. MMOWGLI could also be the launch-
ing point for communities of interest in which lifelong

learning could be promoted.
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Figure 1. Viking Exercise Example Distributed Simulation Architecture
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Coalition military forces and their counterpart na-
tional civilian organizations in an (eventual) GKN learn-
ing environment system should be able to participate in
an exercise from their national simulation facilities, de-
fense academies, or regional training centers as appro-
priate. For more universal application, the GKN should
explore the PfP SIMNET implemented by Sweden in
the Viking series of exercises (see figure 1). Adding prac-
tical experience to the knowledge gained from GKN ad-
vanced distributed learning courses in conjunction with
such events would enhance eftective performance in the
field. Additionally, exposure to the civilian organizations
that support stability operations, but in a training envi-
ronment, would reduce cross-cultural barriers and foster
mutual trust and confidence.

In due course, a U.S. Central Command (US-
CENTCOM) exercise for the Gulf and GCC could

build on these experiences and best practices developed
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elsewhere. The goal should be to enable the GCC na-
tions to improve their interoperability by building a
learning organization that adapts to a continuously
changing environment. In other words, the objective
should be to develop adequate capabilities and capac-
ity in mission command training, incorporating tech-
nical innovations to provide service, joint, interagency,
and multinational capabilities at home and across the
GCC area of responsibility. In principle, the challenge
is to “win in a complex world.” To this end, collabora-
tion partners need to detect the specifics in their lack of
interoperability—nationally, within the GCC, and with
U.S. and NATO partners.

3. The DOD Regional Centers. The five DOD Re-
gional Centers provide unique academic forums for
building strong, sustainable international networks of
security leaders. These networks promote enhanced pol-

icy understanding and mutually supporting approaches
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to security challenges, effective security communities
that support collective and collaborative action, and
improved sustainable partner institutional capacity and
capabilities. The Regional Centers accomplish their
mission primarily through resident and in-region pro-
grams, including conferences, seminars, and courses, as
well as through bilateral workshops, alumni outreach
events, and research publications. The center locations

and dates established are as follows:

¢ George C. Marshall European Center for Security
Studies, Garmisch, Germany, established 1993

¢ Asia-Pacific Center for Security Studies, Hono-
lulu, Hawaii, established 1995

¢ William J. Perry Center for Hemispheric Defense
Studies, Washington, DC, established 1997

¢ Africa Center for Strategic Studies, Washington,
DC, established 1999

¢ Near East-South Asia (NESA) Center for Strate-
gic Studies, Washington, DC, established 2000.

'The particular DOD Regional Center most closely
associated with the Gulf region is NESA, which is pres-
ently assisting in the development of a National Defense
Academy for the UAE.

4. The Composable Organization. The develop-
ment of the GKN roadmap for implementation
should include examination of the composable or-
ganization capability based upon the C5 principles
described earlier. The composable organization is a
propositional concept: it loosely represents the idea
of a global, on-call, community-oriented knowledge
development process that fosters collective awareness
in order to empower the leaders of organizations who
see the need to compose team-oriented responses us-
ing global assets. It implies the development of “fu-
sion center” capabilities empowering participants to
choose and invite collaboration partners to help es-
tablish and manage “unity of effort” to address local or

regional challenges, threats, and risks.

10 DHNo. 80

The goal is to enable user-driven, point-of-need C5
to inform individual and coalition information security
needs. This paper cannot address all possible constella-
tions of partnerships envisioned under GKN, but they
will likely cover the spectrum from open access to highly
classified enclaves. In another dimension, the possibili-
ties range from organizing small communities of practice
to the establishment of a robust fusion center that in-
tegrates the streams of information necessary to inform
collective intelligence. In addition to internal military
networks, a more open information-sharing environ-
ment is required that will allow GCC network-enabled
militaries to reach outside the boundaries of their “.mil”
domains to work with coalition partners and nontradi-
tional mission participants, such as NGOs.2

This means that the governance, policy, and sup-
porting technical framework of GKN must allow for and
enable composable organizations. The use of distributed
scenario-based simulations in the development of shared
knowledge offers a means to test specific aspects of or-
ganizational security architectures, both technical and
policy, in a collaborative arena.

The first such use of a composable organization
will likely be to address disaster preparedness and
humanitarian assistance/disaster relief (HA/DR) re-
quirements. As the GKN capability matures, it should
be able to address challenges in other domains such as
maritime security, heath security, cyber security, and
energy security as well as hybrid warfare.

U.S. forces are growing accustomed to the fact
that the battlespace in contemporary conflict is both
nonlinear and without borders. Success or failure
in battlespaces without definable boundaries means
that joint, coalition, and interagency operations must
increasingly rely on rapid and responsive knowledge
development for collective awareness. GKN must
support the rapid integration of lessons from current
events into education and training to help maintain
decision-cycle dominance. This also is true across the
C5 realm for virtual and composable collaboration.

The social networks that evolve in the composable
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Figure 2. Composable Organizations

Military Staff

Multinational

Coalition

Individuals

Academia

organization environment should link participants
in an information-sharing framework. This would
enhance ongoing operations and provide essential
feedback to an Interactive Courseware Library and
Training and Exercise Environment—enhancing
both predeployment preparation and engaged re-
sponse from a “user-driven” perspective. Dr. David
Alberts has described these possibilities as an applica-
tion of “power to the edge” principles, which enable “an
enterprise to bring all of its available information and
its brain power to bear by allowing information to be
recombined in untold ways and by allowing individuals
to interact in unplanned ways to create understandings
and options not previously possible.”” When the re-
lationship between knowledge and power is changed,
most especially in relation to factors such as time and
space, a world of new possibilities is created.

Regional differences, technology levels, and com-
parative education and training will all affect how
technology and people work together in GKN, but

the development of sharable local best practices can
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be a major contribution to the global storehouse of
knowledge in addressing shared 21%-century global
challenges.

At endstate, the Global Knowledge Networking
initiative should provide a full-spectrum capability to
support C5 distributed learning requirements through-
out NATO and the entire global community of nations
friendly to the United States. For USCENTCOM and,
eventually, all other geographic combatant commands,
the return on investment of a GKN pilot project with
the GCC would be the development of a better educated
and trained cadre of coalition officers and civilians in the
United States and abroad who trust each other and are

more confident in each other’s capabilities and processes.

“Where We Are Going”: Scoping
the Effort and Defining the Task

The GKN learning environment addresses what
might be called “cognitive interoperability.” Effective
integration of C5 is a core competency and task, both

among and between foreign militaries, in addressing this
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challenge. The GKN learning environment will specifi-
cally address the problem of how to provide ADL capa-
bilities (right time/right place educational opportunities,
with on-demand potential) to a multinational audience.
Primary audiences include U.S. and coalition civilian and
military personnel engaged in operational-level multina-
tional command and staff tasks (for example, in a com-
bined joint task force [CJTF]). Secondary audiences for
the GKN learning environment include all those con-
cerned with operational and strategic level C5 coopera-
tion in a wide array of complex contingencies.

The GKN learning environment should, at a mini-
mum, provide the essential familiarization of C5 plan-
ning skills necessary to integrate information technolo-
gies and command and control processes among and
between coalition partners. To define the effort further,
the initial GKN learning environment program planning

process has adopted the following project goals:

¢ Develop with the C5 community of NATO and P{P
nations an Internet-based online repository of e-learning
content/materials, communities of interest structures, and
ADL tools to further C5 education opportunities and to
support enhanced coalition interoperability planning and
exercises, embracing and extending it to the GCC organi-

zation and its member states.

4 Develop planning competencies in support of di-
saster preparedness and U.S. military support to coalition
partners based on experiences learned from the CJTF
concept and through establishment of a Viking-type ex-

ercise experience developed by Sweden.

Phase I: Gap Analysis
Building capability in the C5 domain is a technical

challenge, where leaders face seemingly infinite choices
when they contemplate strategies based on incorporat-
ing emerging technologies. Like their counterparts in
the private sector, they may choose inappropriate paths
if they do not know their destination. It is essential then
that U.S. and coalition leaders are clear where #here is in

the C5 world. By knowing the desired endstate, leaders
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can compare that to the current state, identify the size
and nature of the “gap” between the two, and take action
to close the gap.

This first stage of the gap analysis for the GKN
learning environment should be to evaluate how
existing content—developed for U.S. and NATO
purposes—can be adapted to robust multinational
applications. Intellipedia offers one environment for
exploration at various classification levels. This ap-
proach requires that content factors be identified sys-
tematically via interdisciplinary approaches across the
range of political, military, economic, security, infra-
structure, and information (PMESII) domains. The
resulting GKN learning environment analysis can
provide a baseline for coalition C5 learning outcomes
worldwide by addressing the challenges from the
broadest context possible. It should provide a founda-
tion for further study in C5 that should allow future

learners from the coalition partners to be able to:

¢ understand and create partner capacity-building

strategies and policies

¢ understand and create agile organizational struc-
tures and decision processes responsive to real-time

mission and situation requirements

¢ understand information technology and systems as a
provider of opportunities to gain information and knowl-

edge superiority and perform information operations

¢ integrate technology, organization, policy, and
strategy into a partner capacity-building framework and
use it in crisis planning and execution across the range of

military operations.

Regarding the “learning continuum,” this gap
analysis should determine not only the present needs
but also help anticipate future learning needs based on
emerging technologies or operational contingencies. At
the same time, U.S. and coalition militaries have often
tried to impose their own solutions on host countries
without first inventorying partner strengths, weakness-

es, and needs.” Numerous reports and observations of
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recent stability operations highlight that pre-deploy-
ment training programs are nonstandard, uncoordinat-
ed, and create the following gaps.

A Capability Gap. Multinational military forces
may not have defined their capability framework com-
prehensively to include doctrine, organization, training,
material, leadership, personnel, facilities, and interop-
erability (DOTMLPFI). Without such a framework
they cannot readily develop integrated capabilities for
effective joint and coalition operations.

An Education Content and Training Delivery Gap.
Multinational military forces are not receiving essen-
tial training because relevant educational material is not
readily available to the individual and because the invest-
ment—time and funding—necessary to participate in
learning events or exercise activities at training venues is
prohibitive. Yet blended learning has been proven to be
more effective than just classroom or online approaches
alone. The network could create a set of interoperable
tools that could be a leader across education and training
venues. There is truly a gap between how we “teach” now
and where learning is going in the future. For example,
gaming, communities of interest, and 21*-century litera-
cies, among others, will all increase in importance and
should be factored into the GKN.

A Discipline Gap. 'The different disciplines of se-
curity, governance, and development must be mutually
reinforcing, but too often are not. Each is addressed indi-
vidually by different organizations with their own cultures
and approaches. The lack of understanding among mili-
tary, civilian, and nongovernmental actors regarding each
other’s perspectives of stability operations, disaster relief,
and related activities creates friction and dysfunction.

An Institutional Process Gap. An institutional-
ized process is lacking for analysis and assessments
of documented activities, operation reports, and unit
debriefs from the multidisciplinary perspective (se-
curity, governance, and development). Lessons that
can assist foreign militaries in future stability opera-
tions continue to be lost or not considered due to

mere lack of awareness.
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An Operational Picture Gap. Civilian and military
actors need a shared understanding of their environ-
ment to develop and execute coherent strategies. The
lack of interoperable communication protocols and in-
formation technologies makes it hard for foreign mili-
taries to share information among themselves and with
the nonmilitary agencies involved in stability and other
peace support operations.

The education content and training delivery gap
is a practical problem that consists fundamentally
of inadequate resources, both technical and finan-
cial, and can be overcome with an appropriate ap-
plication of technology and funding. However, the

discipline, institutional processes, and operational

borderless actions, hybrid threats,
and nonstate actors create an
immediate need for the right sharing
of knowledge and the development
of leaders who can quickly formulate
decisions based on new and
changing information

picture gaps are more social in nature and require an
approach that blends technology with an effort that
builds social networks that reduce the barriers to
communication and cooperation between military
and civilian organizations.

Determining how best to create necessary learning
environments and associated opportunities will neces-
sarily be a process of trial and error. In addition to the
training of practical skills for partners, the education of
defense leaders and decision makers must also be ad-
dressed. Traditional methods, simple analysis, and intu-
ition are no longer sufficient for addressing the critical
and complex challenges facing the United States and its

global network of partners. Borderless actions, hybrid
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threats, and nonstate actors create an immediate need
for the right sharing of knowledge and the development
of agile, resilient, and effective leaders who have data
immediately accessible, who understand how to assimi-
late new knowledge quickly, and who can formulate de-
cisions rapidly based on new and changing information.
In the areas of practical skills training and the teaching
of critical thinking skills, more focus is needed to iden-
tify where current training and education gaps exist and
understand how those impede knowledge development

and sharing.

Phase lI: Content Development
and Establishing a Community of
Learners

Today’s global security environment demands effec-
tive multinational technical and “human” interoperability.
Theater commanders are finding that the inability of co-
alition partners to plan and coordinate rapidly with each
other puts an added burden on U.S. forces to become
the lead responder to ensure success. As coalition part-

ners often have not developed interoperable concepts of

operation and a respective doctrinal framework, they are
not in a position to cooperate with U.S. forces. The GKN
learning environment can certify the professional accom-
plishment of a strong cadre of both civilian officials and
foreign military officers in acquiring the capacity-build-
ing skills to interoperate with U.S. forces. This implies the
need for a comprehensive educational curriculum at the
highest standards possible.

The creation of a variety of learning modules/courses
leading to professional development and certificate pro-
grams could be a valuable contribution. These could be
based on a tightly knit set of coalition “learning domains”
and result in the award of a Master in International Pub-
lic Administration (I-MPA). Shorter certificates could
be offered as well, keyed to specialty areas of emphasis.
National Defense University’s iCollege has both degrees
and certificates, which gives its program more agility.
Development of the I-MPA modules would be an in-
novative educational initiative, leveraging graduate de-
gree program-level content already being implemented
at multiple universities in the United States, Europe, the
Middle East, and elsewhere throughout the world. This

Figure 3. Analyzing the Gaps and Achieving Mutual Support
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model has the potential to cross many boundaries and
with a consortium be the evaluator and broker for degrees.

Combining practitioner interaction with skills
honed through an intensive, blended combination of
virtual and classroom experiences, simulations and
capstone projects will enable GKN participants to ex-
amine the real-world challenges faced by their nations
and organizations in their respective regions. GKN
learning environment members would join peer-level
professionals from governments and militaries around
the world to develop and share new skills and perspec-
tives and improve their ability to respond to the chal-
lenges they face.

Additional knowledge domains could include:

¢ planning and execution processes, including im-

proving coordination among distributed staffs?
# battle staff decision processes
# psychological operations and civil affairs
¢ electronic warfare
# computer network attack and defense
# sociopolitical issues
¢ media and public affairs

# diplomacy and negotiation.

Phase lll: Designing the GKN
Learning Environment to Support
the Composable Organization

'The GKN learning environment must be supported
by a coherent technology vision and strategy. Higher or-
der capabilities are achieved by combining basic user ca-
pabilities and content into interoperable and interacting
systems. Examples of such higher order capabilities and
systems follow.

Executive Education Workshop. In addition to devel-
oping a core body of future leader education in the form of
an I-MPA degree, the GKN learning environment could
be tailored to support workshops that help to address the
gap analysis issue identified in Phase I. These workshops,
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conducted in collaboration with the GKN, can be an
open-ended inquiry into the ways and means of achieving
unity of effort among and between multi-stakeholder part-
nerships, where unity of command cannot be foreseen, or
perhaps even be desirable to achieve. Workshops can also
help to define the parameters of prototyping efforts and
experimentation for further application and evaluation.
Distributed Simulation. Since the GKN learning
environment would be a Web-based system of capabili-
ties, it would be possible for users to access and execute
distributed simulations through the GKN portal itself
in support of workshops and exercises. A properly inte-
grated application interconnection from the portal to the
distributed simulation system would be required. The us-
ers could then use the GKN’s communication and col-
laboration functions to contact each other and establish

their parameters for a distributed simulation event. This

today’s global security environment
demands effective multinational
technical and “human”
interoperability

endeavor would help to test and validate the possible pa-
rameters of a composable organization to enable “power
to the edge” responses to an emerging humanitarian di-
saster, nontraditional threat (for example, terrorist, cyber,
maritime, or border domain violations of sovereignty), or
hybrid warfare.

Cooperative Security Community. The GKN concept
lends itself well to establishing “communities of inter-
est.” Users could use the communication and collabora-
tion functions to identify interest in a cooperative security
community, developing content to stimulate and facilitate
discussions. The users could establish online seminars and
use the GKN portal knowledge pool to facilitate face-to-
face events. This would become a community of people

who could share ideas and concepts across many political
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borders, while allowing for multilevel security. There is no
inherent reason why this environment cannot handle clas-
sified or sensitive information if adequate safeguards are
built in. Intellipedia has learned how to do this well.

It is clear from these examples that many of the func-
tions proposed for the GKN learning environment, such as
learning management systems and digital libraries, already
exist—indeed some have existed for decades. They can be
expanded, developed, and networked together. The process
of applying them in a composable fashion then becomes
primarily an organizational rather than a technical ques-
tion. A properly linked and managed GKN environment
would provide a catalyst for developing a wide variety of
higher order capabilities limited only by imagination and
bandwidth. These would fuel further development of online

communities and provide more opportunities for qualified

a properly linked and managed GKN
environment would provide more
opportunities for qualified users
across the globe to interact with,
exchange, and create knowledge

users across the globe to interact with, exchange, and create
knowledge. The development of human interfaces and ex-
panded functionality (for example, multilingual, multisen-
sory interface) greatly facilitates the use and accessibility of
higher order systems. In sum, this approach provides a key
enabler for the next generation of training transformation
to support multinational interoperability in addressing the

global challenges of the 21 century.

Principles for Establishing a GCC
Prototype

The suggested “Gulf Knowledge Center” or “GCC
Virtual Security University” to be explored in collabora-
tion with organizations and member states of the GCC
is an exploratory test bed for compelling coalition educa-

tion and training approaches for the region. As previously
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noted, “Gulf Knowledge Online” could be the first pilot
project endeavor. Any such endeavor should be aligned
and implemented in accord with five basic principles.?*

Focus on Coalition-Based Interoperability. U.S. al-
lies and partners need to shift their interoperability focus
from one devoted almost exclusively to technical interop-
erability, in favor of a balanced treatment of the technical,
cognitive, organizational, doctrinal, and “human” aspects
of interoperability and multinational cooperation.

Incorporate an Interagency, Multinational, and NGO
Perspective. Operations today almost always require in-
teragency cooperation by many contributing and host-
nation actors, including international organizations and
nongovernmental and private sector entities.

Incorporate a “Transformational” Perspective. A
“transformational” perspective seeks not only incre-
mental improvement but also an order of magnitude
improvement from current baseline characteristics. One
GKN contribution could be to help to establish the
point of departure for national efforts to improve co-
alition interoperability. At the same time, the initiatives
should start by addressing real world problems.

Foster Cooperation in Command, Control, Commu-
nications, Computing, Intelligence, Surveillance, Recon-
naissance (C4ISR) Infrastructure. Fostering cooperation
in C4ISR research, development, and acquisition of sys-
tems, doctrine, and procedures for multinational operations
should help ensure the genuine transfer of “lessons learned”
into the coalition partner’s actual military capability.

Promote the Fielding of Prototype Pilot Programs.
Using different levels of complexity and reality (col-
laboration, war games, simulations, command post
exercises, and lessons learned), the development of
prototyping efforts will enable the GKN to ensure a
process to build systematic and empirical knowledge
about what actually works in multinational operations
while reducing the risk of investing in solutions that
do not deliver required results. Development of these
prototypes would typically be linked as the result of
experiments and/or the application of other legitimate

research and development efforts. GKN can help build
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a highway to the operational use of the most effective
partnership collaboration capabilities.

The GKN learning environment can provide
participating nations with tangible measures and
evidence of the benefits to be expected from in-
vestments in coalition interoperability. It must help
develop a common methodology, which requires
agreement with the participants on the relevant
representative mission areas (for example, HA/
DR, regional conflict, peacekeeping, peace support
operations, and others), as well as the appropriate
C5 interoperability learning objectives. The focus
should be on the integration of technology devel-
opment efforts, organizational concepts, doctrine
development, and—above all—leader development.
It should build on existing efforts, which requires
the application of Web-based, Internet e-learning
technologies necessary to help counterpart foreign
military organizations to “co-evolve” with U.S.
forces. By taking advantage of existing laboratories,
networks, and currently planned experiments, the
GKN learning environment may catalyze the ini-
tiation of a broadened interoperability effort with
relatively few added infrastructure costs to the par-
ticipating nations.

Even while building on existing architectures, the
future architecture must be tailored to the needs of the
nation or region and the contributing partners. Specific
technical solutions that could be facilitated through

the GKN learning environment include:
¢ conducting multinational distributed CAX using
high-fidelity simulations

# sharing lessons learned and knowledge resources
through interconnected repositories of digital technical

information

# increasing interoperability through real-time appli-

cation of distributed learning

¢ conducting a thorough examination of the C4ISR

modifications necessary to accomplish the above while
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producing integration and synergy with other global plat-

forms.

Summary

'The Global Knowledge Networking initiative is
intended to enhance U.S. and coalition interoperability
through improvements to existing training and educa-
tion capabilities. The GKN initiative promotes C5 capa-
bilities, thereby supporting U.S. needs, the NATO Wales
Summit Communiqué decision to establish a partner-
ship Interoperability Platform, and a recent GCC Sum-
mit decision to establish a Joint Military Command. The
GKN concept starts by bringing together NATO and
PfP members in collaboration with organizations and
member states of the GCC, as well as educators, re-
searchers, developers, and military professionals from

around the world. They will jointly develop commonly

GKN can help build a highway to
the operational use of the most
effective partnership collaboration
capabilities

agreed-on educational approaches/content leading
to both practical applications and academic certifica-
tion. The GKN seeks to integrate—on a coalition and
multinational basis—several essential components:
knowledge-centric people; adaptive organizations and
architectures; and doctrine, standards, and networks to
empower innovative learning and leader development
for security cooperation on a global basis. This net-
work-enabled approach to distributed simulations will
enable the discovery, exploration, testing, assessment,
and demonstration of transformational approaches
that have been co-developed with coalition partners.
The GKN framework (including its learning
environment) at initial operating capability will be

a Web-based, cooperative security capability that
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links knowledge centers of excellence within regions
and around the world. At full operational capabil-
ity, a strong global network of regional fusion cen-
ters would provide robust intellectual and instruc-
tive paths to international cooperation to address
global challenges and regional threats. Knowledge
development centers focused on concept develop-
ment, experimentation, and battle laboratories will
feed “smart” command centers and virtual security
universities to support complex system adaptation to
carry out joint, interagency, and coalition operations
better. It will be based primarily on an open sys-
tem of knowledge to allow for wider participation in
concept development and experimentation, leading
to prototype applications and research-led educa-
tion and training. Promising approaches to interna-
tional security cooperation can be examined through
simulations, gaming, exercises, and other forms of
interaction. This methodology facilitates the use of
“test laboratories” and related approaches to pro-
mote coalition interoperability and political-military
cooperation. These efforts will integrate technology
development efforts, organizational concepts, and
doctrine development to address the most difficult
global, regional, and local security challenges.

'This paper advances a new composable organiza-
tion model. It is a “power to the edge” vision of user-
driven security cooperation emanating from the local
level, reaching outward and upward, collecting and
embracing collaborative capability and power to act
in response to any threat. GKN promotes coalition
interoperability from both “top down” and “bottom
up” perspectives, empowering a democratization of
education for security collaboration with potential
friends and partners across the entire world. At the
same time it focuses on point-of-need personalized
learning, as well as collective learning through mas-
sive multiplayer gaming.

Providing requisite knowledge for coalition
leaders to manage a volatile, rapidly changing C5

landscape in a joint environment—without losing
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sight of the commander’s intent or coalition objec-
tives—is a challenge of the first magnitude. Such
challenges can be addressed one step at time, but
we must begin. The Global Knowledge Networking
concept provides a framework to promote coopera-
tive development in multinational education and
training to address a new generation of threats and
risks posed by globalization. It seeks to achieve the
next generation of capability in training transforma-
tion for coalition interoperability by moving from

challenges to opportunities to solutions.
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